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Preface

Revision History

1.0 Initial Release of AppViewX v2021.1.0 Platform. | September 2021

About the Documentation

The AppViewX Platform is a module that lets you enable general configuration settings such as
authentication, authorization, and integration of external services like log forwarding, HSM integration,
SMTP configuration, and so on. These general configuration settings are applicable to all AppViewX

subsystems such as ADC, CERT+, Security+, Visual Workflow, and so on.

Audience

This guide is intended for CISO, PKI Security, and Application Teams.

Text Conventions
The following text conventions are used in this document:

boldface Boldface type indicates graphical user interface elements associated with

an action, or terms defined in the text or the glossary.

italic Italic type indicates book titles, emphasis, or placeholder variables for which

you supply particular values.

codeblock Indicates commands with a paragraph, URLS, codes in examples, text that

appears on the screen, or text that you enter.




Chapter 1: Overview

The AppViewX Platform is a module that lets you enable general configuration settings such as
authentication, authorization, and integration of external services like log forwarding, HSM integration,
SMTP configuration, and so on. These general configuration settings are applicable to all AppViewX
subsystems such as ADC, CERT+, Security+, Visual Workflow, and so on.

The Platform User Guide documents these general configuration settings.

Platform components common to all subsystems are shown in the image below:

Authentication and
. Authorlzation

RBAL, User Acopunts, LDWF
RAMLS, TACACS SAML
(S50}
. Licensing
Vabkdiabom and WModeration of
‘ Platform

ther bcensang maded wahin the
ot
Hardware Security Module

Ibegration with HSM dewoes
and mibsequent fnchionalties

Privileged Access Management

Inbegrabion with PAM Vauls for
slonng device cradentials and
refated funcionaliSes

B 1020 Apcv e, I

Themes

Genceal LN customization
menu changes, and themes

Logging

A armework n the produd for
ot maockbes 10 congume &
pulbish kogs

Alerts

A Rk i e poduct o
e modaes 10 consume &
pulksh alerts

General Settings
Garral selings and owaial

Bnchonalilies perlainmg 1o the
preduct

Copyright © 2021 [AppViewX, Inc]. All Rights Reserved.




Chapter 2: Configuring Authentication Settings

» Configuring the LDAP Authentication

» Configuring the TACACS Authentication

» Configuring the RADIUS Configuration

« Configuring Single Sign On Settings with AppViewX
» Configuring the IP Restrictions

» Configuring Authentication Settings

Configuring the LDAP Authentication

The Lightweight Directory Access Protocol (LDAP) is an authentication protocol to validate a user’s
credentials entered in an application, against the credentials stored in the Active Directory database.

AppViewX integrates with the Active Directory and Open LDAP for authentication of external users. It also
enables configuring multiple servers in the event that users belong to multiple domains.

To configure the LDAP authentication:

1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

— icon.

2. From the menu displayed, click Settings.

Copyright © 2021 [AppViewX, Inc]. All Rights Reserved. 10



Configuring Authentication Settings

appviewX
Dashboard
CERT+

Pages

Studio
Request
Collection
Inventory

Account

Logging

Alert

Settings

.

3. On the Settings page, from the navigation pane on the left, click General.

4. Under General settings, click Authentication.

Copyright © 2021 [AppViewX, Inc]. All Rights Reserved.
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Configuring Authentication Settings

Device

The Settings :: Authentication page is displayed, with the LDAP tab open by default.

Copyright © 2021 [AppViewX, Inc]. All Rights Reserved.

12



Configuring Authentication Settings

- LoAF TACACS mADHIS EARS ® Beabretien Butherou a2 e st gL

Ganeral information

. &)

5. To configure the LDAP settings, in the General Information section, enter the following details

(sample values are shown in the image below the table):

*Host Host name (domain name) of the LDAP server.

*Port Port number of the LDAP server.

Note: This value is entered based on the port number used in
your deployment. By default, port number 389 is used for a LDAP
configuration and port number 636 is used for a LDAPS configuration.

LDAPS The LDAPS protocol is used for secure communication between AppViewX
and Active Directory/Open LDAP.

To enable use of the LDAPS protocol, enable this toggle.

Upload Certificate o o .
Note: This field is enabled only when the LDAPS is enabled.

To upload a LDAP server certificate:

a. Click Browse Certificate.
b. Navigate to the location of the .pem certificate file.

Note: If the LDAP servers are load balanced with VIP, upload the
root certificate of the LDAP server instead of the server certificate.

Copyright © 2021 [AppViewX, Inc]. All Rights Reserved. 13



Configuring Authentication Setting

S

c. Select the certificate to be uploaded and click Open.

The selected certificate is uploaded.

[ Note: Only a single certificate can be uploaded for each server. ]

Bind DN

Username of the base authentication endpoint that will be used to connect to
LDAP.

Bind password

Password of the base authentication endpoint that will be used to connect to
LDAP.

Authentication

In addition to authentication, AppViewX also lets you perform user
authorization against the LDAP server. To enable authorization along with

authentication, turn on the toggle.

Note: If Authorization is not enabled, AppViewX will only carry out
LDAP authentication for the given user.

LDAP Sync

To enable the use of the SSH module in AppViewX for SSH key discovery use

case, turn on the toggle.

All * marked fields are mandatory.

Copyright © 2021 [AppViewX, Inc]. All Rights Reserved.
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Configuring Authentication Settings

LDAP TACACS RADIUS SAML IP Restriction Authentication settings

General information

* Host gs-ldap-pel.lab.appview:.net
* Port 389

LDAPS @

Upload certificate

Bind DN Ch=Administrator, CN=Users, DC=testawvx, l=com

Bind password

Authorization u]

LDAP Sync @

6. After entering the above connection details, to test if the host is reachable and the port is valid for
establishing an LDAP/LDAPS connection, click Test Connection.

Note: You can test the connection of LDAPS only when you save all of the configuration

details. Bind DN and Bind password details cannot be validated through a test connection.

7. The User Search section collects information to validate a user’'s presence in the Active Directory. In
the User Search section, enter the following details (sample values are shown in the image below the
table):

*User search base Base directory where the user is present.

Copyright © 2021 [AppViewX, Inc]. All Rights Reserved. 15



Configuring Authentication Settings

*Search filter Criteria for searching for the user from the search base.

User return attribute User information to be retrieved from the search base.

g )
Note: This field is enabled only when the Authorization toggle (in

the General Information section) is turned on.

- J

- ™
Note: You can specify only User return attribute.

N J

All * marked fields are mandatory.

User search

* User search base QOU=Product Management, DC=testavx, DC=com

* Search filter sAMAccountMamelD}

User retum attribute

Add

User soarch base Search fier User retumm asiribute Actions.
Ol Product Engineering OC riest sAMACcouniName(l) =i gy
sAMALcounth a=a{l) W Test gy

Note: You can now add multiple OUs in User search so that it checks multiple OUs to validate
a user’s presence in the Active Directory.

8. For the given configuration, to check the user’s presence, click Test query.
9. In the Test query input dialog box, enter the Test username.

Copyright © 2021 [AppViewX, Inc]. All Rights Reserved. 16



Configuring Authentication Settings

* Test username prnuser|@testavx.com '

=N TN

The output is displayed as shown in the image below:

User search result

User Found. {1=CN=User1 PM,OU=SME,OU=Product
Management, DC=testavx,DC=com, memberOf=SME_AppView)}

10. To test which user group the user belongs to, in the Group search section, enter the following details:

Note: This section is enabled only when the Authorization toggle (in the General
Information section) is turned on.

*Group search base Base directory where the user group is present.

*Search filter Criteria to search the user group from the search base.

Copyright © 2021 [AppViewX, Inc]. All Rights Reserved. 17



Configuring Authentication Settings

Group return attribute | User group information to be retrieved from the search base.

All * marked fields are mandatory.

(o
Note: You are allowed to check the query response for User search and Group search only
when the connection is valid.

-

o N
Note: Group search can be performed only if the customer’s LDAP is of type Open LDAP.

Microsoft Active Directory does not need group search configuration. For Open LDAP, group

search needs to be configured mandatorily. The User return attribute in the User search

section does not return the group membership details.
N /

11. After entering the above details, to test if the group search query thus configured works, click Test
Query. For Open LDAP, when the user runs the test query for group search, the user search base
details are passed to the group search test query and the group membership details for that user are
returned.

12. To save the LDAP settings, click Save or to reconfigure the settings, click Reset.

The LDAP authentication settings thus configured are saved and displayed in the table shown at the
end of this screen:

Hast Bind DN Group search bass Authgrization AD usar groups
op A g-icle 1 E BD Cheagminigiraser Chetoes. DOw s D DCesesiann Dlocom e frowp

Note: In the case of multiple LDAP servers, to define/update the order in which the servers will
be authenticated, drag and drop the entries in this table.

Configuring the TACACS Authentication

he Terminal Access Controller Access Control System (TACACS) authentication is used to validate users
requesting remote access. AppViewX integrates with TACACS for authentication of external users.

To configure the TACACS authentication:

1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

= jcon.

2. From the menu displayed, click Settings.

Copyright © 2021 [AppViewX, Inc]. All Rights Reserved. 18
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appviewX
Dashboard
CERT+

Pages

Studio
Request
Collection
Inventory

Account

Logging

Alert

Settings

.

3. On the Settings page, from the navigation pane on the left, click General.

4. Under General settings, click Authentication.

Copyright © 2021 [AppViewX, Inc]. All Rights Reserved.
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Configuring Authentication Settings

Device

The Settings :: Authentication page is displayed, with the LDAP tab open by default.

Copyright © 2021 [AppViewX, Inc]. All Rights Reserved.
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- LDAF TACACS mADHIS SARSL ® Beabretien Butherou a2 e st gL

General infermation

Lty

. ®

5. To configure the TACACS authentication settings, on the Settings :: Authentication page, click the
TACACS tab.

i L+ (=] Ert
- LnAF TALALS RADL SAMIL F Raid radion At adion sl
Aottt on I

6. Enter the following details (sample values are shown in the image below the table):

*Server name Name of the TACACS server.
*IP address IP address of the TACACS server.
*Port Port number of the TACACS server.

All * marked fields are mandatory.

Copyright © 2021 [AppViewX, Inc]. All Rights Reserved. 21



Configuring Authentication Settings

* Server name

* |P address

* Port

tacacs

192.168.142.89

40

7. To test the connectivity between AppViewX and the IP address mentioned above, click Test

connection.

8. Enter the following details (sample values are shown in the image below the table):

*Secret key

A unique key for authentication between the AppViewX server and the
TACACS server.

*Service

Name of the service used by the user requested to be authorized.

Specifying the service name is mandatory because it enables the
TACACS+ server to behave according to the type of each authorization
request.

Commonly, the Point-to-Point Protocol (PPP) is used for authorization
checks.

*Protocol

The protocol associated with the value specified in Service Name, which
is a subset of the associated service being used for client authorization or
system accounting

Commonly, the Internet Protocol (IP) is used as the modifier with PPP to
indicate the protocol layer for authorization check.

*Authorization Attribute

Name

Attribute that will be returned from the TACACS server to authenticate
and authorize the connection between the AppViewX server and the
TACACS server.

All * marked fields are mandatory.
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* Secret key

* Service PEP
* Protoco P
* guthorization attribute name role

9. To save the TACACS authentication settings, click Add or to reconfigure the settings, click Reset.
The TACACS authentication settings thus configured are saved and displayed in the table shown in

the left half of the screen:

(] server name IP address Port Status

(] tacacs 192.168.142.89 45 @ Enabled

Note: In the case of multiple TACACS servers, to define/update the order in which the servers

will be authenticated, drag and drop the entries in this table.

* Enabling a TACACS Server for Authentication
« Disabling a TACACS Server for Authentication
 Deleting a TACACS Server

Enabling a TACACS Server for Authentication

To enable a TACAS server for authentication:

1. Navigate to the Settings :: Authentication page.
2. To configure the TACACS authentication settings, on the Settings :: Authentication page, click the
TACACS tab.
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L]

o 0

3. From the table displayed in the left half of the page, for the server you want to enable, select the check
box corresponding to the server name.

server name P adadress Port y LATLIS

tacacs 192.168.142.89 49 @ Disabled

v

Ay

4. From the top-right corner of the page, click L=="*

5. In the Confirmation message dialog box, click Proceed.

Disabling a TACACS Server for Authentication

To disable a TACAS server for authentication:

1. Navigate to the Settings :: Authentication page.
2. To configure the TACACS authentication settings, on the Settings :: Authentication page, click the
TACACS tab.
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L]

o 0

3. From the table displayed in the left half of the page, for the server you want to disable, select the check
box corresponding to the server name.

Server name P address Port

tacacs 192.168.142.89 49 ® Enabled

Q

4. From the top-right corner of the page, click (2525 ¢

5. In the Confirmation message dialog box, click Proceed.

Deleting a TACACS Server

To delete a TACAS server :

1. Navigate to the Settings :: Authentication page.
2. To configure the TACACS authentication settings, on the Settings :: Authentication page, click the
TACACS tab.
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L]

o 0

3. From the table displayed in the left half of the page, for the server you want to delete, select the check
box corresponding to the server name.

Server name P address Port Status

tacacs 192.168.142.89 49 @ Enabled

5 E

it

DeTete

4. From the top-right corner of the page, click
5. In the Confirmation message dialog box, click Proceed.

Configuring the RADIUS Configuration

The Remote Authentication Dial-In User Service (RADIUS) protocol is a networking protocol that provides
centralized authentication, authorization, and accounting management.

AppViewX integrates with RADIUS for authentication of external users.

To configure the RADIUS authentication:

1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

= jcon.

2. From the menu displayed, click Settings.
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appviewX
Dashboard
CERT+

Pages

Studio
Request
Collection
Inventory

Account

Logging

Alert

Settings

.

3. On the Settings page, from the navigation pane on the left, click General.

4. Under General settings, click Authentication.
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Device

The Settings :: Authentication page is displayed, with the LDAP tab open by default.
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Lty
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5. To configure the RADIUS authentication settings, on the Settings:: Authentication page, click the
RADIUS tab.

T SAML W Wesirkiien  Awthemtication retiegs
vy o kit 51 . LETL .

L Sl ar Lay

6. Enter the following details (sample values are shown in the image below the table):

*Server name Name of the RADIUS server.
*Host The IP address of the RADIUS server.
*Shared secret A unigque key for authentication between the AppViewX server and the

RADIUS server.

*Authentication port | Port number that AppViewX will use for authentication.
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Note: The default authentication port number is 1812. Please
check with your sysadmin if your organization uses a different port
number.

*Acceptance port

Port number that AppViewX will use to accept a response from the RADIUS
server.

Note: The default acceptance port number is 1813. Please check
with your sysadmin if your organization uses a different port
number.

*Authentication mode

Select one of the following authentication modes:
* PAP/ASCII

« CHAP

* MS-CHAPv2

« EAP-MD5

Note: Ensure that the selected authentication mode is also
confirmed in the RADIUS server settings.

*Authorization

In addition to authentication, AppViewX also lets you perform user
authorization against the RADIUS server.

To enable authorization along with authentication, turn on the toggle.

Note: If Authorization is not enabled, AppViewX will only carry out
RADIUS authentication for the given user.

*Authorization via

Select from one of the following authorization modes:
* RADIUS: To perform both, authentication and authorization, via the
RADIUS server

* LDAP: To perform authentication via the RADIUS server and

authorization via the LDAP server
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Note: This field is enabled only when the Authentication toggle is

turned on.

*\Vendor 1D

Enter the vendor ID.

(4 ™
Note: AppViewX does not have a unique vendor ID. We use a
free vendor ID: 500. Ensure that this is configured as part of the
RADIUS server settings.
N /

(o ™
Note: This field is enabled only when the Authentication toggle is

turned on and authorization is done via the RADIUS server.
N\ J

*Vendor type

Enter the vendor type.

(4 ™
Note: AppViewX does not have a unique vendor type. We use a
free vendor ID: 200. Ensure that this is configured as part of the
RADIUS server settings.
N /

(o ™
Note: This field is enabled only when the Authentication toggle is

turned on and authorization is done via the RADIUS server.
. J

*LDAP

From the drop-down menu, select the LDAP server to be used for the

authorization.

Note: This field is enabled only when the Authentication toggle is
turned on and authorization is done via the LDAP server.

All * marked fields are mandatory.
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* Server name radius

* Host 102.168.142.85

* shared secret

* Authentication port 1812

* Acceptance port 1813

* Authentication mode ® PAPASCI CHAP

MS-CHAPWZ EAP-MDS

Authorization H|
Authorization via ® Radius LDAP

* Vendor 1D 500

* Wendor type 200

7. To save the RADIUS authentication settings entered above, click Add or to reconfigure the settings,
click Reset.
The RADIUS authentication settings thus configured are saved and displayed in the table shown in the
left half of the screen:

[J server name Host Authentication mode Status

[J radius 192.168.... PAP ® Enabled

Note: In the case of multiple RADIUS servers, to define/update the order in which the servers
will be authenticated, drag and drop the entries in this table.
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» Enabling a RADIUS Server for Authentication
» Disabling a RADIUS Server for Authentication
* Deleting a RADIUS Server

Enabling a RADIUS Server for Authentication

To enable a RADIUS server for authentication:

1. Navigate to the Settings:: Authentication page.
2. To configure the RADIUS authentication settings, on the Settings:: Authentication page, click
RADIUS tab.

3. From the table displayed in the left half of the page, for the server you want to enable, select the check

box corresponding to the server name.

5. In the Confirmation message dialog box, click Proceed.

4. From the top-right corner of the page, click

Copyright © 2021 [AppViewX, Inc]. All Rights Reserved.
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Disabling a RADIUS Server for Authentication

To disable a RADIUS server for authentication:

1. Navigate to the Settings:: Authentication page.
2. To configure the RADIUS authentication settings, on the Settings:: Authentication page, click the
RADIUS tab.

3. From the table displayed in the left half of the page, for the server you want to disable, select the check

box corresponding to the server name.

Server name Host Authentication mode Status
radius 192.168.142.80 PAP @ Disabled
®

D Eé?-‘:

5. In the Confirmation message dialog box, click Proceed.

4. From the top-right corner of the page, click

Deleting a RADIUS Server

To delete a RADIUS server:

1. Navigate to the Settings:: Authentication page.
2. To configure the RADIUS authentication settings, on the Settings:: Authentication page, click
RADIUS tab.
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3. From the table displayed in the left half of the page, for the server you want to delete, select the check
box corresponding to the server name.

Server name Host Authentication mode Stat

radius 192.168.142.89 PAP @ Disabled

30

e

4. From the top-right corner of the page, click

5. In the Confirmation message dialog box, click Proceed.

Configuring Single Sign On Settings with AppViewX

The Security Assertion Markup Language (SAML) protocol is used for authenticating and authorizing user
identity for Single Sign On (SSO) services.

AppViewX integrates with SAML 2.0 for authenticating external users when Single Sign On is enabled. In
this case, the Identity Provider (IdP) is used for user authentication and authorization.

To configure single sign on settings with AppViewX:

1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

icon.

2. From the menu displayed, click Settings.
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appviewX
Dashboard
CERT+

Pages

Studio
Request
Collection
Inventory

Account

Logging

Alert

Settings

.

3. On the Settings page, from the navigation pane on the left, click General.

4. Under General settings, click Authentication.
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Device

The Settings :: Authentication page is displayed, with the LDAP tab open by default.
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5. To configure the SAML authentication settings, on the Settings :: Authentication page, click the
SAML tab.
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6. In the SSO Information section, enter the following details:

SSO To use SAML authentication for Single Sign On, turn on the SSO toggle.
The Config Information section is displayed with the field information auto-

populated as shown below:
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Config Information

Host ocal host 5004

EI"I'.IT_,'[% local host: 50048/ appuiew’ T

Service URL localhost:5004/appview/ssologin _T
SLO URL localhost:5004/sppviewalogout J
Metadata To import an identity provider (IdP):

a. Click Browse.
b. Navigate to the location where the XML metadata file is stored.
c. To upload the file, click Open.

Note: You can also copy and paste the metadata information from
the XML file into the metadata contents text boxes in the Config
Information section.

7. If the IdP is not able to pass the roles/user group as a part of of the SAML assertion and requires
AppViewX to perform the authorization, in the SAML details section, to enable local authorization,

enter the following details (sample values are shown in the image below the table):

*Issuer URL Entity ID of the IdP.

Note: This field is enabled only when the SSO toggle in the SSO
Information section is turned on.

*SSO URL For AppViewX to send the authentication request, enter the URL of the
protected endpoint provided by your IdP.

Note: This field is enabled only when the SSO toggle in the SSO
Information section is turned on.
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SLO To enable single log out, turn on the SLO toggle. This will log out the user
from AppViewX and the IdP.
*SLO URL URL of the IdP protocol endpoint.
- ™
Note: This field is enabled only when the SSO toggle in the SSO
Information section is turned on.
N J
4 ™
Note: This field is mandatory only when the SLO toggle in the SAML
details section is turned on.
N /
*Upload certificate | To upload a certificate:
a. Click Browse Certificate.
b. Navigate to the location of the .pem certificate file.
c. Select the certificate file to be uploaded and click Open.The selected
certificate is uploaded.
- ™
Note: A certificate is to be uploaded only when the certificate of the
IDP is not available as a part of the metadata.
N J
- ™
Note: This field is enabled only when the SSO toggle in the SSO
Information section is turned on.
N J
Local authorization | To enable SAML only authentication in IdP and for authorization to be carried
out in AppViewX, enable this toggle key.
Note: Authorization can be done by assigning user groups manually
to the user or enabling birthright role.
All * marked fields are mandatory.
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SAML details

* |ssuer URL https://aaed094.my.idaptive. app/06c0078d-8915-4c89-a46d-6d 228

* S50 URL htps://aaed094.my.idaptive.app/applogin/appKey/06c0078d-891a-

5LO l‘

* SLO URL https://aaed4094.my.idaptive.app/applogout/appkey/06c0078d-891.

I tadat
certificate onelogin_metadata_cert Browse
Local authorization @

T
W)

8. To save the SAML authentication settings, click Save or to cancel the authentication settings, click

Cancel.
* Integrating SAML (Vendor-specific)
* ADFS Integration
* Forgerock Integration
« Idaptive Integration
« Okta Integration

» OnelLogin Integration

Integrating SAML (Vendor-specific)

To read vendor-specific steps for SAML integration, click the vendor name from the following list:

« ADFS

» Forgerock
« |daptive

» Okta

» OneLogin
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ADFS Integration

The below steps are performed at the IdP end. The navigation and screenshots might differ based on the
version of the IdP. (This is just an example configuration)

Prerequisite

To enable ADFS based single sign-on, the ADFS service should be installed and configured with the
respective Active Directory Domain.

Note: The steps are performed on the Windows 2012 R2 server with AD enabled in the same
domain.

1. Navigate to Server Manager > Tools > AD FS Management.
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2. Inthe AD FS window, under Actions select Add Relying Party Trust.
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3. Start the Add Relying Party Trust wizard.
4. Under the Select Data Source section, select the Enter data about the relying party manually
option and click Next.
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5. Enter a Display Name and click Next.
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6. Under the Choose Profile section, select the AD FS profileoption and click Next.

| 054, 154, K18 - Ehememe RO® |
E SEn T B =|a =

0 Bl Ak \1_;- Windre Tm
-/ B _

T
- Da 1 ALrS Thooss Prafile
B occa gl v Feaice

b Tewn Bt thapr

| SR Theo vacd s canfgaston prlie o e iroreaieg B etngipariomst Dhoooe e mrgasr

¥ Bamerngian Ploe & Wirkons g o i o il ety bt LA ket g Pty Trcl
W 009 & et Paia Sorrs B0 FE el S0 vl Prmacber B,
A Ao T — T e agpats ra P T—— Sttt e
& oo & Chuoms Proiie et et e S [T -
Bg Filsanl @ Covbgus Conbons Y FE 10 w1 prilie [ETER '
s = i g LFL Thu praiie sappats g pares Pl ew stesps sk ot A0 3 1 Dand 11 Areghs £ Py
# ookt | deetesy i ¥
@ Coeigurs Mol lact s e oo e Hers
St ok KT
# Cluses s Bt
Ll LT Halp i
@ Pyt Sk [t
& Fewl

7. Add a new token encryption certificate if needed or leave it with the default setting and click Next.
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8. Under the Configure URL section, select the Enable support for SAML 2.0 WebSSO protocol
option and enter the AppViewX Service URL which was copied in the previous step of Enabling SSO in

AppViewX and click Next.
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9. Under the Configure Identifiers section. enter the AppViewX Entity ID which was copied in the
previous step of Enabling SSO in AppViewX and click Add.

584, 154, K18 - Chrvims BOF -
"

S8R T B -0 =
S ADFE =l x ]
G R Abn Vies Windne = ]#]=
«=/id B B Y T =T R |
R [ Canfigas Mandifars
B ocu g v 3 Sewice
b [ Tresh Relriinedtips By e i b e B B v E 3 RER e cRTEE wwg Tosols B b i e vk
B amsed] | o o ememan hbce: oo i Ly FEFT—
W 009 e B ) bl ot i € vl Prosaider Boat
¥ skt S
& Ao Land 0
i DN Eramrpls him % cortoas sord sd U ee i Faernenn S Foogaran
BE Fila ar e iy W b | e Evsbita b D "
= Rerent | | Beoges 20 Pome
i .
s Wored s Fraem Hars
Betnah
Hul ke

10. Click Next.

11. Under the Choose Multi-factor Authentication section, select the | do not want to configure multi-

factor authentication settings at this time option. If the organization has a multi-factor authentication
setting, enable it and click Next.
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12. Under the Choose Issuance Authorization Rules section, select Permit All Users to access this
relying party and click Next.
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13. Under the Ready to Add Trust section, review the configuration done in the wizard and click Next.
14. Under the Finish section, select the Open the Edit Claims checkbox and click Close.
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Add Claim Rules

To configure attributes or claims to be passed as an assertion Claim Rules should be created in ADFS.
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1. In the Edit Claim Rules pane click Add Rule.
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2. Under the Select Rule Template section, select Rule Type as Send LDAP attributes as Claims and
click Next.
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3. Enter a Rule name and select the Attribute store as Active Directory.
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4. Enter the claim types as below and click Finish.
Display-Name > FirstName, Surname > LastName, E-Mail-address > Emailld, Token-Groups-
Unqualified Names > Roles, E-Mail-address > NamelD, E-Mail-address > E-Mail-address.

5. Create another rule to transform the incoming claim by clicking Add Rule > Rule Template (Transform
an Incoming Claim) and click Next.
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6. Enter a Rule Name and select the Incoming Claim Type as E-Mail-Address, Outgoing Claim Type
as Name ID, and Outgoing Name ID Format as Email and click Finish.
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Enable Form-Based Authentication

For users to redirect from AppViewX to AD FS for authentication enable Form-based authentication as
mentioned below. Under the AD FS menu > Authentication Policies the Primary Authentication should be

Forms Authentication for Extranet and Intranet. If not select Edit and configure it as Forms Authentication.
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Now AD FS is configured with all necessary details for SSO based authentication. To Export AD FS IDP
metadata and upload in AppViewX SSO settings, export the metadata using the IDP URL and save it as
an XML file.

Sample URL:

https://appviewx.westus.cloudapp.azure.com/federationmetadata/2007-06/federationmetadata.xml

(L N
Note: Role name passed in as a part of the SAML assertion should be configured in AppViewX

on the Accounts > UserGroup and assign a role for accessing the application. For an IDP initiated
SSO the following structure like URL should be used.
Sample IDP initiated URL: https://appviewx.westus.cloudapp.azure.com/adfs/

Is/idpinitiatedsignon
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Forgerock Integration

1. Login to the Forgerock IDP intense / console.
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G
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2. Select the respective Realm.

f& FORGEROCK & mEaLms .

Realms
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3. Under Common Tasks, select Configure SAML v2 provider.

Copyright © 2021 [AppViewX, Inc]. All Rights Reserved. 53



Configuring Authentication Settings

{;‘}FunGEnncx & mnaLug

) Realm Overview

1 * L -

8 2/ © o

4. For Configuring AppViewX configuration, select Configure Remote Service Provider.

{;"FOHGEROCK - REALMS

Realm Overview

5. For metadata upload, select the File option and select/create the circle of trust for mapping AppViewX
to the IDP and click Upload.
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6. Upload the AppViewX metadata which was downloaded earlier and click Configure to save the

settings.
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The page will redirect to the common tasks under the specific realm.
7. Access Applications > Federation from the left navigation pane.
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8. Select the entity providers tab.
BT

T T Bt 10010

4/ rorceROCK
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Circhs of Trust Configuration

This will redirect to the Federation tab with the list of Service providers and IDP configuration.
9. Select the respective Entity ID to navigate to the settings of the respective entity configuration.
10. On the Assertion Content tab, add the following in the NamelD Format and click Save on the top
right.

urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress
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MameiD Format

Basic Authentication

0 Coma ma P ¥h S W TS iaf Bemmd Bk

11. On the Assertion Processing tab, add the below assertion parameter which has to be passed as a
part of the SAML assertion and click Save.

Emailld=mail ; FirstName=cn ; LastName=sn ; NamelD=mail ; Roles=isMemberOfAuthentication.
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12. Modify IDP configuration to accept a password-based Authentication Context.
13. Navigate to Applications > Federation and select Entity Provider TAB.
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14. Under the Federation tab, select the IDP config under Entity Providers.
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15. Under the Authentication Context section, check the Password-based context.
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16. Above the Context, add the NamelD Value Map and save the settings.
urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified=mail.
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17. Now access AppViewX with the SSO authentication with Forgerock.

18. Export IDP metadata and upload it in AppViewX SSO settings. To export metadata using the IDP URL
and save it as an XML file. Sample URL:http://openam.try.appviewx.com:8080/openam/samI2/jsp/
exportmetadata.jsp?entityid=http://openam.try.appviewx.com:8080/openam
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o ™
Note: Role name passed in as a part of the SAML assertion should be configured in appviewx

on the Accounts > UserGroup and assign a role for accessing the application. For an IDP
initiated SSO the following structure like URL should be used. Sample IDP initiated URL:
http://openam.try.appviewx.com:8080/openam/idpssoinit?metaAlias=/idp&spEntity|D=https:/
/192.168.x.x:31443/appviewx/

|daptive Integration

1. Login to the Idaptive SSO platform.
2. Navigate to Apps > WebApps > Select SAML Web.
3. Select SAML Web.

=

Web Apps

4. Click Add Web Apps.
5. In the Add Web Apps window, under the Custom tab, click Add for SAML.
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SAML app is added to the Web Apps Inventory.
6. Select the SAML app in the Web Apps Inventory and proceed with the configuration.
7. In the Settings tab, enter the name for the app as AppViewX and save the configuration.
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8. In the Trust tab, click Download Metadata File.

Copyright © 2021 [AppViewX, Inc]. All Rights Reserved. 61



Configuring Authentication Settings

AppWiew
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9. Select the Manual Configuration option.

10. Copy and paste the Entity ID URL from AppViewX on the SP Entity ID field in Idaptive portal and the
Service URL from AppViewX on the ACS URL field in the Idaptive portal.
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11. Check if the Recipient checkbox is the same compared to the ACS URL. Leave the rest of the

settings to default. Configure the Single Logout URL field with the value copied from the SLO URL in

AppViewX. Save the config.
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12. In the SAML response tab, add the below assertion attributes with the same format.
FirstName > LoginUser.FirstName, LastName > LoginUser.LastName, NamelD > LoginUser.Email,
Emailld > LoginUser.Email, Roles > LoginUser.RoleNames (This should be the user associated User

Groups / Security Groups).
cap (7] .
AppView
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SAML Response
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R P Bt s

13. Click Save.

14. Assign the application to the respective Role and the Role to the respective Users. Once done
configure the same Role in AppViewX in the Account > User Group module and assign respective
AppViewX Role permission to the User Group.

15. Now access AppViewX with the help of External login using SAML.
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Okta Integration

The below steps are performed at the IdP end. The navigation and screenshots might differ based on the
version of the IdP. (This is just an example configuration)

Complete the following steps to begin the IDP configuration:

1. As an admin user or a user with the privilege to create an application, log in to the IDP and start
creating the application.

. Enter the basic details, name of the application, and logo update, if required.

. Enter the configuration information of the service provider retrieved in the previous steps.

. Enter the user attributes to be passed to AppViewX during the SAML assertion.

. Download or copy the IDP metadata.

o O~ WN

. Map the Application to a user group or the user to the application.

=

. Create an application.

=

[ Y—

2. Configure service provider details.
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e SAML Settings

Single sign on AL I

Audienss LRI [SP Ertity 10} @

Dedault RelayState D

Name ID format i
Application usemname

Update applicalion Usermname on

Emsil Ackdress

Oikin usermaene

Creabe and update

Show Advanoed Seftings

3. Show Advanced Settings screen.

Response g

Assertion Signature £

Signature Algorithm )

Digest Algorithm g

Assertion Encryption i)

Enable Single Logout g

SAML Issuer ID gD

Authentication context class

Honor Force Authentication I

Signed -
Signed B
RSA.SHAZEE v
SHAZ5E6 v
Linencrypted -

Allow application to initiate Single Logou

PasswordProtectedTranspornt v
Yes v
hittp . oktacom/${orgexternaliey)

t

4. Configure the User Attributes to be passed during the SAML assertion.
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Name Mame format
Emailid Basic
FirstName Basic
LastMame Basic
MHamelD Basic
Mobile Basic

A -

Name MName format
Raoles Basic
Ad

Value

Filter

Equals

5. Finish the IDP configuration.

fire you & customer o partner? B Ot

App type i) il

6. Click the View Setup Instructions in the Sign On tab.
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7. Copy and paste the content from the Optional section and save it as an XML file.

8. Map the application to a User/User Group.
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9. Browse and upload the IDP metadata to AppViewX. Then, click Save.
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OneLogin Integration

The below steps are performed at the IdP end. The navigation and screenshots might differ based on the

version of the IdP. (This is just an example configuration)

The following are the steps to configure AppViewX SAML attributes in OnelLogin.
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1. Create a new application. Click Add application and search for SAML Test Connector.
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2. Provide the application name and application details of AppViewX on the information page.

g

o -

3. AppViewX SAML attributes:On the Configuration tab, provide the ACS consumer URL, single login
URL, and single logout URL. This can be fetched by navigating to AppViewX > Settings > General >
Authentication > SAML > Enable SSO > Service URL from the configuration found at the end of the

page and specify the remaining settings to default.
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onelogin

- SAML Test Connector (Advanced) m
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4. Parameters to be sent to AppViewX:The following parameters are samples that have been sent to
AppViewX. Create a parameter called FirstName which sends the user’s first name to AppViewX in the

SAML Assertion.

. isanieetiumar

Edit Field FirstName

R fenitiare
Fiit mame -

i laga W Wl i SAML Stusiton

Include the flag in SAML Assertion for all the added parameters.

5. Sending User Groups to AppViewX: To send User Groups to AppViewX from OnelLogin through
SAML Assertion, the following configuration has to be performed. OneLogin should be integrated with
the Active Directory. Provide the field name as Roles and enable the Flags SAML assertion and multi-

value parameter.

- \sancieeriumar

Mew Field

i wld name
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6. To pass the respective user's MemberOf attribute as Role, provide the field name as MemberOf and
select the AD/LDAP CN Extractor.

L *®  ADLDAR A Laluactan (Mol veie outpt]  ®

Trek wain wall B wned f P waing B been selected R Baliie above

W kel @ AL JaLErnan

OnelLogin without AD integration: Pass the roles field with user roles as value.

Edit Field Roles

7. Other parameters that have to be passed: The following parameters have to be passed to
AppViewX through the SAML assertion.
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onelogin

= SAML Test Connector (Advanced) m m

8. Assign application to User and Role: Once the federation metadata is downloaded, click Save.
Create the UserGroup under Roles in the Administration section. The created application is then
assigned to the user group and the synced users will be added to it.

Configuring the IP Restrictions

For enhanced security and if the administrator wants to whitelist specific IP addresses for user login,

AppViewX lets you configure IP restrictions to allow access from whitelisted IP addresses/subnet ranges.

To configure IP restrictions:

1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

= jcon.

2. From the menu displayed, click Settings.
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appviewX
Dashboard
CERT+

Pages

Studio
Request
Collection
Inventory

Account

Logging

Alert

Settings

.

3. On the Settings page, from the navigation pane on the left, click General.

4. Under General settings, click Authentication.
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Device

The Settings :: Authentication page is displayed, with the LDAP tab open by default.
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5. To configure the IP restrictions, on the Settings :: Authentication page, click the IP Restriction tab.

e

LBAF  TACACH RASHUE whiny | W mestrtien | Aucchescs

General infarmation

Leabie 1F Rt e »

IP/Subnet Configuration

o

6. In the General Information section, turn on the Enable IP Restriction toggle.
7. In the IP/Subnet Configuration section, enter the required field information.
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IP/Subnet Configuration

* Rule Name  Test Rule i
* User group admin usergroup -

hMapping type IP Range (@ Subnet

* Subnet 192.1.2.3/4

Add

The following table describes the field information in this section:

*Rule Name

Rule name for a whitelisting condition.

*User group

Select the user group to which this rule will apply, from the dropdown menu, .

Note: Only the users from the selected user group will be allowed to
login to AppViewX from the whitelisted IP address/subnet range.

Mapping Type

Select one of the two mapping types:

* |P Range
» Subnet
*Start IP Enter the starting IP address for the whitelisted IP/subnet range.
(4 ™
Note: The IP/subnet range should be specified in the ascending order.
J
(4 ™
Note: This field is displayed only when Mapping Type is selected as IP
Range.
N J
End IP Enter the ending IP address for the whitelisted IP/subnet range.

[ Note: The IP/subnet range should be specified in the ascending order. ]
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Note: This field is displayed only when Mapping Type is selected as IP

Range.

*Subnet Enter the Subnet network range to whitelist.

Note: This field is displayed only when Mapping Type is selected as
Subnet.

8. To save the IP restriction settings, click Add or to reconfigure the settings, click Reset.
The IP restriction settings thus configured are saved and displayed in the table shown at the end of the

screen.
Rule Name User group Mapping Type Subnet Start IP End IP Status
test admin usergroup subnet 192.168132.1/2: 2 Enabled
Test_Rule admin usergroup subnet 192.1.2.3/4 2 Enabled

» Enabling a IP Restriction Rule
« Disabling an IP Restriction Rule

* Deleting an IP Restriction Rule

Enabling a IP Restriction Rule

To enable a IP restrictions rule:

1. Navigate to the Settings :: Authentication page.

2. To configure the IP restrictions, on the Settings :: Authentication page, click the IP Restriction tab.
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LA TAEAET BB whiny | W Restrtien

3. From the table at the end of the page, for the IP restrictions rule you want to enable, select the check

box corresponding to that rule.

Rule Mame User group Mapping Type
Test_Rule admin usergroup subnet

Startip End IP Status

@ Disabled

4. From the More actions drop-down menu, click Enable.

B2 Maore actions - ) Re

I & Enable

A Dicaohla @

5. In the Enable dialog box, click Yes.

Disabling an IP Restriction Rule

To disable a IP restrictions rule:

1. Navigate to the Settings :: Authentication page.

2. To configure the IP restrictions, on the Settings :: Authentication page, click the IP Restriction tab.
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LA TAEAET BB whiny | W Restrtien

3. From the table at the end of the page, for the IP restrictions rule you want to disable, select the check

box corresponding to that rule.

Rule Name User group Mapping Type Subnet Start IP End IP Status
Test_Rule admin usergroup subnet 192.1.2.304 © Enabled

4. From the More actions drop-down menu, click Disable.

BZ Maore actions = 0 Red
[ & Enable

@ Dizable

5. In the Disable dialog box, click Yes.

The selected rule is disabled.

Deleting an IP Restriction Rule

To delete an IP restrictions rule:

1. Navigate to the Settings :: Authentication page.

2. To configure the IP restrictions, on the Settings :: Authentication page, click the IP Restriction tab.
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LA TAEAET BB i R L L

3. From the table at the end of the page, for the IP restrictions rule you want to delete, select the check

box corresponding to that rule.

Rule Name User group Mapping Type Subnet Start IP End IP Status
Test_Rule admin usergroup subnet 192.1.2.304 © Enabled

j Delete
4. Click @

5. In the Confirmation dialog box, click Yes.

The selected rule is deleted.

Configuring Authentication Settings

In addition to configuring authentication settings, AppViewX also lets you enable birthright provisioning
for new users, configure the order in which user credentials are authenticated, enable/disable an
authentication check, and other user and node settings.

To configure the authentication settings:

1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

= icon.

2. From the menu displayed, click Settings.
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appviewX
Dashboard
CERT+

Pages

Studio
Request
Collection
Inventory

Account

Logging

Alert

Settings

.

3. On the Settings page, from the navigation pane on the left, click General.

4. Under General settings, click Authentication.
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Device

The Settings :: Authentication page is displayed, with the LDAP tab open by default.
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5. On the Settings :: Authentication page, click the Authentication settings tab.

. . (&>}

6. To enable Birthright provisioning for new users who log into the system with a predefined set of
permissions (associated with the user group), turn on the Enable Birthright toggle.
To do this, the admin should select the user group (Assigned with the defined permissions), which will
act as a default user group for all the users logging in to AppViewX. Fore more details, refer to the
content on creating a role and associating it with a user group.

7. To define the order in which the authentication settings will be checked, in the Order section, drag and
drop the authentication labels to the required corresponding levels.
If the level 1 check is set to Local and the level 2 check is set to LDAP, user credentials will be
authenticated locally first and then on the LDAP server.
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o ™
Note: You can also disable, and then enable a level of authentication. To do this, click the
green tick
RADILUS
Chigk ‘-& sable
next to the server name.
. J

8. In the User settings section, enter the required field information.

User settings

Create User with an unique @ 0
E-mail ID

Create User on Authorization

Session Timeout 15 0)

Failure

The following table describes the field information in this section:

Create User an unique E-
mail ID

To ensure that every AppViewX user has a unique email ID, turn on this
toggle.

Create User on
Authorization Failure

To create a user even if authorization fails (but the user is authenticated
successfully), turn on this toggle.

Session Timeout

AppViewX lets you set a session timeout limit between 2 and 480
minutes. To set a web session timeout limit, enter the value in minutes.

9. If the AppViewX node password has been changed, in the Node Settings section, enter the updated

Node Password.
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Node settings

Node Password

Note: The value entered in the Node Password field should be the same as the node
password. To apply the changes, restart the avx-config-server pod in every datacenter.

10. Click Save.
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Chapter 3: Configuring Role and Resource-Based
Access Control

» Managing Roles

« Managing Users

* Managing User Groups

* RBAC Quick Configuration

Managing Roles

A set of permissions to execute specific tasks in the application is termed as Roles in AppViewX. Roles
can be assigned only to a user group. Users within user groups will inherit role permissions assigned to
that group. User groups can be assigned more than one role. A default set of roles is available within the
application as per the industry standards.

* Creating a Role
» Modifying a Role
» Enabling a Role
« Disabling a Role
* Cloning a Role

* Deleting a Role

Creating a Role

To create a role:

1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

icon.

2. From the menu displayed, select Account > Role.
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appviewX
Dashboard
Control Center
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CERT+

Pages

ax >tudio
Request
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[l Settings

The Role page is displayed.
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Role
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+
Y

3. From the top right corner of the screen, click

The Add page is displayed.

Role » Add

Information Authorized functions

* Mame

Description

4. Under the Information tab, enter the following details:

*Name Name of the role.

Description Role/features/functionalities associated with the role.

All * marked fields are mandatory.

5. Click Save.
6. In the Authorized functions section, select the checkbox beside the functionalities that you want to
associate with the role.

7. To assign functions at a granular level, click the * icon for the functions' check box and then select
individual sub-options within the functions.
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Information Authorized functions

. All functions

8. Click Save.

Details of the new role are displayed in the list on the Role page.

Modifying a Role
To modify a role:
1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

icon.

2. From the menu displayed, click Account > Role.
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/Y appviewx
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The Role page is displayed.
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[ Decription Status
] e Rezpanaibie for ManaERE bectrees a5pemts of one o mane maer LOB A & Inabicd

&

[ P 10

3. From the top right corner of the screen, click L~
4. The Modify :: Application Manager-ADC page is displayed (because we selected the Application

Manager role).
5. Modify the details in the Information and Authorized functions as required.

Information Autherized fungtions

6. Click Save.
The selected role is modified.

Enabling a Role

To enable arole:

1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the
icon.
2. From the menu displayed, click Account > Role.
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appviewX
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3. For the (disabled) role you want to enable, select the corresponding check box.

o
Y,
4. From the top right corner of the screen, click L="="*
5. In the Confirmation dialog box, click Yes.
The selected role is enabled.

Disabling a Role

To disable a role:

1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the
= icon.

2. From the menu displayed, click Account > Role.

= appviewX

Dashboard
Control Center
ADC+
CERT+
Pages
:'!_.L Studio
Re
Collection
Inventory

Account

[8 Resource

Role
Bl Logging User Group

A
)
F

/i Alert

[g) Settings
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The Role page is displayed.

Kame Dk ription Sratun
e maer LOB & ® trabgd

] Rezpanaibie for ManaErg o aspemts of o

3. For the (enabled) role you want to disable, select the corresponding check box.

Q

2
¥
C
i

4. From the top right corner of the screen, click

5. In the Confirmation dialog box, click Yes.

The selected role is disabled.

Cloning a Role

Cloning lets you create a copy of an existing role with a different name. You can modify the permissions

and tasks that can be performed while cloning a role.

To clone a role:

1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

icon.
2. From the menu displayed, click Account > Role.
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3. For the role you want to clone, select the corresponding check box.

Clohie

b
4. From the top right corner of the screen, click :

5. In the Information section, enter a new Name for the role.

Information

Authorized functions

* Name

Description

Responsible for managing technical aspects of one or
mare major LOB applications

6. Click Save.

The selected role is cloned.

Deleting a Role

[ Note: A role that has active users belonging to it cannot be deleted.

To delete a role:

1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

icon.

2. From the menu displayed, select Account > Role.
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appviewX
Dashboard
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4. For the record you want to delete, select the corresponding check box.

2
T

I'I":_

3

5. From the top right corner of the screen, click

6. In the Confirmation dialog box, click Yes.
The selected role is deleted.

Managing Users

A user is an individual who has access to AppViewX using a unique username and password maintained
internally or by an external enterprise server such as Active Directories (AD).

To create user accounts, you must be assigned the Administrator role. Administrators can define how
users should be authenticated to AppViewX. User authentication can either be an internal authentication
or external authentication via LDAP, RADIUS, TACACS, and Single Sign-on.

Note: You must add a user to the user group as the roles and resources cannot be directly
associated with the user.

* Creating a User
» Modifying a User
 Importing a User
» Enabling a User
* Disabling a User

* Deleting a User

Creating a User

To create a user:

1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

icon.

2. From the menu displayed, click Account > User.
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appviewX

Dashboard

l:'.: Control Center

Studio
= Request
Collection
= Inventory

Account

Logging

/1 Alert

The User page is displayed.

2. Resource
[Z Resource

-
s

Role

s User Group

User

L Full mame

Frolarred (ot Bt Pt i iy R

$taben

3. From the top right corner of the screen, click

4. The Add page is displayed, with the Information tab open by default.

-+

Y,
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Infarmation Usar group

Account infermation

® USér Aame
¥ Pasmward

* Confirm passward

Authenticate externalby
First name
Last narme

Description

Contact information

5. In the Account Information section, enter the following details:

*User name Enter the user name for the new user.
*Password Enter the password for the new user.
(. ™

Note: The new password should have:
« At least one uppercase, lowercase, and numeric character
« At least one special character (~!@#$"&*_-+=|())
* 6 to 24 characters

Note: The new password should not contain:
» The user name
» The same character more than three times consecutively

* Blank spaces
N /

*Confirm Password | Reenter the password for confirmation.

Authenticate To allow authentication by external enterprise servers such as LDAP,
externally TACACS, RADIUS, and so on, select this check box.
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Note: The Password and Confirm Password fields are disabled if
Authenticate externally option is selected.

First name New user’s first name.
Last name New user’s last name.
Description

Descriptive information about the user such as their work location,
workgroup, specialty, or any other details.

All * marked fields are mandatory.

6. In the Contact Information section, enter the following details:

*Preferred mode of | From the following options, select the user’s preferred mode of contact:

contact « Email address

* Phone number
*Email address New user’'s email address.
*Phone number New user’s phone number.

Note: This field is mandatory only if the preferred mode of contact is
Phone number.

All * marked fields are mandatory.

7. Click Save.

8. The user should be assigned or mapped to a user group to be able to log into AppViewX and access
the product. To add the user to a group, click the User group tab.

Informaticn User greup

L User Group nams Dascription Assigned Roles Assigned Resouces Status
Sdrmin usergroup Admin user group exsts in Appview) ... admin PUDET JCOETSE S Enabied
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9. To add the user to a group, select the check box for that user group.
10. Click Save.

Modifying a User

To modify a user:

1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the
icon.

2. From the menu displayed, click Account > User.

appviewX

Das

l:l., Control Center

Studio
- Request

Collection

= nventory

Account

Resource

Role
Logging User Group
My, Alert User

Settings

The User page is displayed.
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+
el Fiall maima Feularved toetat Aot Pttt ey i dvailable Laar B Fraea
3. From the User page, select the check box against the user you want to modify.
Name Full name Preforred contact Authentication mode Available Last login Status
Test test@abe.com internal & inactive & Enabled
O admin admin admin inkernal W Acthve Onlling S Enabled

MoiFy

4. From the top right corner of the screen, click

5. The Modify page is displayed, with the Information tab open by default.

Infermation User graug

Account information

* User name Tesz

Password  siams

Authenticate externally
First name
Last name

Description

Contact information

6. In the Account Information section, update the required details:

*User name

Enter the user name for the new user.

*Password

Enter the password for the new user.

( Note: The new password should have:
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« At least one uppercase, lowercase, and numeric character
« At least one special character (~!@#$"&* -+=|())
* 6 to 24 characters

Note: The new password should not contain:
» The user name

» The same character more than three times consecutively

« Blank spaces
- J

*Confirm Password Reenter the password for confirmation.

Authenticate To allow authentication by external enterprise servers such as LDAP,
externally TACACS, RADIUS, and so on, select this check box.

Note: The Password and Confirm Password fields are disabled if
Authenticate externally option is selected.

First name New user’s first name.
Last name New user’s last name.
Description Descriptive information about the user such as their work location,

workgroup, specialty, or any other details.

All * marked fields are mandatory.

7. In the Contact information section, update the required details:

*Preferred mode of From the following options, select the user’s preferred mode of contact:
contact * Email address

* Phone number

*Email address New user’'s email address.

*Phone number New user’s phone number.
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Note: This field is mandatory only if the preferred mode of contact
is Phone number.

All * marked fields are mandatory.

8. Click Save.

9. To modify the user and user group mapping, by adding a new user group/deleting an existing user
group, click the User group tab.

Informatien

User group

. Usar Group nams Dascription

Assigned Roles Assigned Rescuces
Admin user group exists in AppViewX ... admin

Jupar acoess

Status
Sdrmin usergroup O Enabled

10. To add the user to a group, select the check box for that user group.
11. Click Save.

Importing a User

To import users into AppViewX:

1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the
icon.

2. From the menu displayed, click Account > User.
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appviewX

Dashboard

l:'.: Control Center

= Inventory

Account

s User Group
User

E: Settings

The User page is displayed.

L Full mame Frolarred (ot Bt Pt i iy R Available

Laag Raghn

$taben

3
2 (5

3. From the top right corner of the screen, click
4. The Import screen is displayed.
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m
]

* Select 3 file
Browse

5. Click Browse and select the user file to upload.

- ™
| | N
Note: The file must be in .csv format. To download a sample template file click the — icon

on the top-right corner.

e Tip: The most efficient way to import user details is to download the sample import file that

is available by clicking the E (Sample file) icon in the Command bar of the Import screen,
modify the contents, save it, and then import it into the system. This reduces the chance of

error messages appearing during the import process.
N /

6. Click Upload to see the user details displayed in the user interface.

Note: The user details displayed at this point are only for review; the user details have not
been imported yet.

7. Review the details of each user in the import file. If you do not want to import specific users, deselect
the checkboxes beside their names.
8. Click Submit.

Enabling a User

To enable a user:

1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

icon.

2. From the menu displayed, click Account > User.
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appviewX

Dasl

Control Center

Studio

Request

xction

Inventory

Account

Role
i User Group

User

E: Settings
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3. From the User page, select the check box against the user you want to enable.

Nama Full name Praforred contact Authentication mode Available Last bogin Status
testdabogom nkernal & inative & Enabled
admin admin nterna ® Acthve Onling £

A

4. From the top right corner of the screen, click L="="~
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5. In the Confirmation dialog box, click Yes.
The selected user is enabled.

Disabling a User

To disable a user:

1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the
icon.

2. From the menu displayed, click Account > User.

appviewX

Das

l:l., Control Center

Studio
- Request

Collection

= nventory

Account

Resource

Role
Logging User Group
iy Alert User

Settings

The User page is displayed.
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Full mame Frolarred (ot Bt Pt i iy R Available Laar Bagmia
F— "

fana

3. From the User page, select the check box against the user you want to disable.

Nama Full name Preferred contact Authentication mode Available Last kogin Status
x test@abe.com ntarnal & inactive & Enabied
admin admin nterna & Agiive Qnling S Enabled

L
[+ T
C

i

S

4. From the top right corner of the screen, click

5. In the Confirmation dialog box, click Yes
The selected user is disabled.

Deleting a User

To delete a user:

1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the
icon.

2. From the menu displayed, click Account > User.
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appviewX
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The User page is displayed.

L Full mame Frolarred (ot Bt Pt i iy R Available Laar Bagmia $taben

3. From the User page, select the check box against the user you want to delete.

Nama Full name Praforred contact Authentication mode Available Last bogin Status
testdabogom nkernal & inative & Enabled
admin admin nterna ® Acthve Onling £

e

1Y
i
0+

4. From the top right corner of the screen, click
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5. In the Confirmation dialog box, click Yes.
The selected user is deleted.

Managing User Groups

A user group is a set of individual users assigned with the same roles and resources. You can associate
one or more roles and resources to a user group. Users within that user group are granted the role and

resource permissions.

[ Note: You can associate roles and resources only with user groups. j

+ Creating a User Group
* Cloning a User Group

» Modifying a User Group
» Enabling a User Group
» Disabling a User Group

* Deleting a User Group

Creating a User Group

To create a user group:

1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

icon.

2. From the menu displayed, select Account > User Group.
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appviewX
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3. From the top right corner of the screen, click

-+

Y

4. The Add page is displayed, with the Information tab open by default.
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Information Roles Resources

* Name

Descripticn

5. Enter the following details:

*Name User group name.

Description Brief description of the group (which makes it easy for the administrators to
decide if a user should be assigned to this group or not).

All * marked fields are mandatory.

6. Click Save.

7. To assign roles to this user group, in the Roles tab, select the check boxes against the required roles.

infarmation Roles Resources

LL mole name Description

U pevops-Automation Respansible for DevOps strategies. automation strategies, code...

Executive Director-ADC AppWiend provides organisations with holistic. business-level vi..

O auditer-Cart Respansible for monitoring. analysing logs and reporting owt o-..

U Application User Respansible 1o monitor the application specific certificates, set...
MNetweork Manager Responsible for managing and monioring network infrastructure

] Executive Director Security AppViewX provides or ganisations with holiStic, business-level vi...

L Application Manager-ADC Respansible for managing technical 35pects of ome o More Maj.

B Application Manager-Cert Responsible to manage the application specific certificates and ...

O admin admin

L) Executive Director-Cesnt AppWienX provides ofganizations with holistic. business-level vie.
Traffic Manager Responsible to perform traffic management operations and Ma...

L) USERS/MRead-Only Adrnirs Thits role grants users complete access to all objects on the syst...

CLM Manager Respansible to manage AppiiewX CLM Platform functions

O DevDps Manager Respansible for managing a DevOp team: they may write applic...
CA Manages Respangible to manage CA related request and operations in A

) Security Manager This role grants users complete access to all objects on the syst...
Exgcutive Dirgetor-Automation AppVigwik provides organizations with hallstic, busingsseval vi..

Status

@ Enabiled
@ Enabled
© Enabled
S Enabled
S Enabled
© Enabled
S Enabled
S Enabled
S Enabled
S Enabled
S Enabled
S Enabled
2 Enabled
S Enabled
S Enabled
S Enabled
S Engbled

Note: A user group can be assigned to more than one role and resource in the system. A user

assigned to a user group with more than one role or resource has all of the permissions of
all of the roles and resources to which he or she is assigned. If one resource has only Read

access to a component and another resource has Read/Write access to the same component,
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the higher-level access permissions (Read/Write) take precedence and the user has Read/
Write access.

N /
o ™
Note: Admins who associate User Groups to Roles and Resources may skip/forget to
associate User Groups to a user. To overcome this, an alert icon has been added to the User
Group inventory to notify if the group is not associated with a role, resource, or both.
- J

Cloning a User Group

To clone a user group:

1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the
icon.

2. From the menu displayed, select Account > User Group.
= appviewX

-] Dashboard

= Control Center

Fa ADC+
:

CERT+

Request
Collection
Inventory

Account

 Resource
System - Role
Logging User Group
A Alert

User
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The User Group page is displayed.

Tema Dwscriplion Byaagred Roley Axvipred Brrmuren Byuipred Rule Salui

AR SOT OLE B SO P Stz Mg © [amies

3. From the User Group page, select the user group you want to clone.

Name Description Assigned Roles Assigned Resources Assigned Rules Status
admin usergroup Admin user group €. admin SUPEr BCCesS Default Rule © Enabled

5
Clofie

5. The Cloning page is displayed, with the Information tab open by

4. From the top right corner of the screen, click

Information Roles Resources

* Name

Deescripticn

default

6. Update the required details:

*Name User group name.

Description Brief description of the group (which makes it easy for the administrators to
decide if a user should be assigned to this group or not).

All * marked fields are mandatory.

7. Click Save.
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Modifying a User Group

To create a user group:

1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the
icon.

2. From the menu displayed, select Account > User Group.

appviewX

[~] Dashboard

¥ Control Center

e ADCH

CERT+

Studio

Callection

Inventor bl

Account

S OUrce
ystem Role

Logging User Group

/iy, Alert User

Settings

The User Group page is displayed.

Nama Dwstriplion By raed Bley Assipeed Berewrey Busipred Rulsy Salek

3. From the User Group page, select the user group you want to modify.
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Name Description Assigned Roles Assigned Resources Assigned Rules Status
L3 admin wsergroup Admin user group e..  admin SUPEF BOCESS Default Rule © Enabled

Bt
Miodify

4. From the top right corner of the screen, click

5. The Modify page is displayed, with the Information tab open by default.

Infarmation Roles Resources

" Name

Descripticn

6. Update the required details:

*Name User group name.

Description Brief description of the group (which makes it easy for the administrators to
decide if a user should be assigned to this group or not).

All * marked fields are mandatory.

7. Click Save.
8. To moadify the role assignment for this user group, in the Roles tab, select/clear the check boxes

against the required roles and resources
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Information  Roles Resources

Role name
DevDpe-Automation
Executive Director-ADC
Auditor-Cart

Application Uses

Network Manager
Executhie Dirgctor-Security
Application Manager-ADC
Application Manager-Cert
admin

Executive Director-Cent
Traffic Manager
USERS/MAead-Only Adrning
CLM Manager

DevOps Manager

CA Manager

Security Manager
Executive Director-Autemation

OD0O00@dOOo0OO0O@ODOD0OO0OBl™0 0

Description

Respangible for DevOps SIrategies, aulomation Strategies, code..,
ADDYIER provides organisations with holistic, business-level vi.
Responsible for monitoring, analysing logs and reporting out o

Respansible to moniter the application specific cemificates, set...

Respansible for managing and monicring network infrastructure
AppéiewX provides organisations with halistic, business-lewel vi..

Respansible for managing technical aspects of one of mare maj.

Respansible to manage the application specific certificates and ...
»EmiA

AppWienX provides organizations with holistic. business-level vi...

Responsible to perform traffic management operations and Mo...

This rle Erants users complete access to all objects on the Syst...
Respansible to manage AppiiewX CLM Platform functions

Respansible for managing a DevOp tearm: thay may write applic...
Respansible to manage CA related request and operations in A
This role grants users complede access to all objects on the syst..

AppWiend provides organisations with holistic. business-level vi..

Status

S Enabled
S Enabled
© Enabled
S Enabled
S Enabled
S Enabled
2 Enabled
@ Enabled
S Enabled
S Enabled
® Enabled
S Enabled
S Enabled
& Enabled
2 Enabled
9 Enabled
S Enabled

Enabling a User Group

To enable a user group:

1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

= icon.

2. From the menu displayed, select Account > User Group.
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= appviewX
Dashboard
v Control Center

s ADC+

CERT+

Studio
Request
Collection

Inventony

Account = Resource

User Group

Ay Alert S user

Settings

The User Group page is displayed.

Nama Desiriplion Bagg e Robe Asvipmed Reppren

Ansipred Mubi

Slalar

3. From the User Group page, select the user group you want to

Name Dreseription Assigred Roles Assigned Resources Assigned Rules Status
AGMin LUSer group e..  admin SUDer BCCeIS Default Rule @ Enabled
enable
|
R,

4. From the top right corner of the screen, click L="="*
5. In the Confirmation dialog box, click Yes.
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Disabling a User Group

To disable a user group:

1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the
icon.

2. From the menu displayed, select Account > User Group.
= appviewX

[~] Dashboard

= Control Center

&Cs ADC+

O CERT+

Studio

Collection

Inventor Y

Account ¥ Resource

Role
User Group

User

The User Group page is displayed.

Nama Dwstriplion By raed Bley Assipeed Berewrey Busipred Rulsy Salek
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3. From the User Group page, select the user group you want to disable.

Name Description
Admin user Broup e...

Assigned Roles Assigned Resources Assigned Rules Status
agmin Super access Default Rule 2 Emabled

o

4. From the top right corner of the screen, click

2
o
[

T

5. In the Confirmation dialog box, click Yes

Deleting a User Group

To delete a user group:

1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the
icon.

2. From the menu displayed, select Account > User Group.
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= appviewX

Dashboard

v Control Center

s ADC+

CERT+

Studio

Inventony

Account colrce

User Group

The User Group page is displayed.

Hama Descriplion e ] Assipred Rerzurses Assiprad Rulsy Slalui
3. From the User Group page, select the user group you want to delete.
Name Description Assigned Roles Assigned Resources Assigned Rules Status
AdMIn USEr Eroup &..  Mdmin SUDEr B00EIS Default Rule @ Enabled
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e

D
im
|

4. From the top right corner of the screen, click

5. In the Confirmation dialog box, click Yes.

RBAC Quick Configuration

Simplified RBAC Configuration in AppViewX

To simplify existing RBAC Configuration in AppViewX for the Account Administrator, the Quick Config
wizard flow option has been introduced in the existing Authentication, User groups, Roles and Resources.
Using the Quick Config option, users should be able to perform all the following actions in the same

wizard flow:

- Configure external authentication or single-sign-on for users to log in to AppViewX

» Add users groups into AppViewX by pulling specific user groups from AD into AppViewX based on
specific patterns/keywords/codes and support Bulk Export/Import option to onboard user groups

« Pre-packaged roles for ADC, Cert, Security, and Automation modules to assign permissions to user
groups

« Simplifying custom role creation by providing information help against each ACF explaining the
significance of the functionality

» Dynamic rule-based resource tagging of newly discovered ADC objects, Certificates based on Query or

using a script and assigning permissions to user groups dynamically.

Accessing the Quick Config Option

Quick Config wizard flow can be accessed in the following ways:

» Navigate to Menu > Settings > General > Authentication > Quick Config.
* Navigate to Menu > Account > User group > Quick Config.
 Navigate to Account > Role > Quick Config.

» Navigate to Account > Resource > Quick Config.

Once you access the Quick Config options using any of the above methods, the Authentication stage
opens in a wizard flow with the LDAP sub-tab displayed by default. On the same screen as part of wizard
flow, user groups, roles, and resources stages are displayed at the top. Click on the respective stage for
configuration.

* Authentication

* Resource
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* Role

» User Group

Authentication

 Configure the Role-Based Access Control for LDAP
 Configuring Role-Based Access Control for TACACS
» Configuring Role-Based Access Control for RADIUS
 Configuring Single Sign On Settings with AppViewX

» Configuring Authentication Settings rbac quick config

Configure the Role-Based Access Control for LDAP

To configure the RBAC settings for LDAP:

1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

icon.

2. From the menu displayed, click Settings.
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appviewX
Dashboard
CERT+

Pages

Studio
Request
Collection
Inventory

Account

Logging

Alert

Settings

.

3. On the Settings page, from the navigation pane on the left, click General.

4. Under General settings, click Authentication.
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Device

The Settings :: Authentication page is displayed, with the LDAP tab open by default.
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- LOAF

Ay AR

TACALS

General infermation

BADHIS AR P Besbrction  Authersscstion sething

5. From the top-right corner of the screen, click Quick Config. The RBAC Journey

page is displayed.

1 Authentication

RBAC configuration

Authenticabon settings

Ademinitinalirs can Sebne how e should be
auhergcatid 1 dppes, Utes sahandcaton an
sifear b i bl st ben o sveme
antvinbicalion e LOAP BADUIS TACACS and

Earge S e

i3 ' s '
(®) wermmeanon L L L

nabie Daternal Authentaaties o Hngle sipa-on lor 1R uiers.
Asthaab st S ng

+ {ifgery LDik - O gty 0 EARAES

Wird DK Uner wnaech baas Group nesrch base  Auik

+ coslgure LDas

6. On the RBAC Journey :: Authentication page, click Configure LDAP.
The Configure LDAP action pane is displayed.
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General information

User tearch !

7. In the General Information section, enter the following details (sample values are shown in the image

below the table):

*Host Host name (domain name) of the LDAP server.
Port Port number of the LDAP server.
Note: This value is entered based on the port number used in
your deployment. By default, port number 389 is used for a LDAP
configuration and port number 636 is used for a LDAPS configuration.
LDAP The LDAPS protocol is used for secure communication between AppViewX

and Active Directory/Open LDAP.

To enable use of the LDAPS protocol authentication, instead of the LDAP

protocol, turn on this toggle.

Upload certificate

[ Note: This field is enabled only when the LDAPS is enabled. j

To upload a LDAP server certificate:

a. Click Browse Certificate.

b. Navigate to the location of the .pem certificate file.
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Note: If the LDAP servers are load balanced with VIP, upload the
root certificate of the LDAP server instead of the server certificate.

c. Select the certificate to be uploaded and click Open. The selected
certificate is uploaded.

[ Note: Only a single certificate can be uploaded for each server. ]

Bind DN

Username of the base authentication endpoint that will be used to connect to
LDAP.

Bind Password

The password of the base authentication endpoint that will be used to connect
to LDAP.

Authorization

To check user permissions at the time of authentication, select this check box.

In addition to authentication, AppViewX also lets you perform user
authorization against the LDAP server. To enable authorization along with
authentication, select this check box.

Note: If Authorization is not enabled, AppViewX will only carry out
LDAP authentication for the given user.

LDAP Sync

To enable the use of the SSH module in AppViewX for SSH key discovery use

case, turn on this toggle.

All * marked fields are mandatory.
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General information

* Host g=-ldap-pel.lab.appviewx.net
* Port 389

oaps MDD

Upload certificate Please upload a .pem file Browse

Bind DM Ch=Administrator,CW=Users, DC=testavx, DC=com
Bind password

Authorization .

oapsync D

8. After entering the above connection details, to test if the host is reachable and the port is valid for

establishing an LDAP/LDAPS connection, click Test Connection.

Note: You can test the connection of LDAPS only when you save all of the configuration
details. Bind DN and Bind password details cannot be validated through a test connection.

9. The User Search section collects information to validate a user’'s presence in the Active Directory. In
the User Search section, enter the following details(sample values are shown in the image below the
table):

*User search base Base directory where the user is present.

*Search filter Criteria for searching for the user from the search base.

*User return attribute | User information to be retrieved from the search base.
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Note: This field is enabled only when the Authorization toggle (in
the General Information section) is turned on.

_ J

- ™
Note: You can specify only User return attribute.

N J

All * marked fields are mandatory.

User search

* User search base DC=testavx,DC=com
* Search filter sAMAccountMame={0}

* User return attribute memberQf

112 remaining

10. After entering the above details, to test if the user is present in the Active Directory, click Test query.
11. In the User search result action pane, enter the Test username and click Test.
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e

pmuser] @testavx.com

)

Note: You are allowed to check the query response for User search and Group search only

when the connection is valid.

12. To test which user group the user belongs to, in the Group search section, enter the following details:

Note: This section is enabled only when the Authorization toggle (in the General

Information section) is turned on.

Group search base

Base directory where the user group is present.

Search filter

Criteria to search the user group from the search base.

Group return
attribute

User group information to be retrieved from the search base.

N

(o
Note: You are allowed to check the query response for User search and Group search only

when the connection is valid.

~
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o ™
Note: Group search can be performed only if the customer’'s LDAP is of type Open LDAP.
Microsoft Active Directory does not need group search configuration. For Open LDAP, group
search needs to be configured mandatorily. The User return attribute in the User search
section does not return the group membership details.

N /
o ™
Note: In the case of multiple LDAP servers, to define/update the order in which the servers will

be authenticated, drag and drop the entries in this table.
N /

* Deleting a LDAP Configuration

Deleting a LDAP Configuration

To delete a LDAP configuration:

1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

icon.

2. From the menu displayed, click Settings.
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appviewX
Dashboard
CERT+

Pages

Studio
Request
Collection
Inventory

Account

Logging

Alert

Settings

.

3. On the Settings page, from the navigation pane on the left, click General.

4. Under General settings, click Authentication.
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Device

The Settings :: Authentication page is displayed, with the LDAP tab open by default.
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o ¥ Eferes
= LOAE TACACS BADIE RAREL P Beybrction At heraer at o, setiing
General information

o @
e 2] e
ALEEABLE g Ol

Birx -
. (&)
—
5. From the top-right corner of the screen, click Quick Config.
The RBAC Journey :: Authentication page is displayed.
.:-.:‘J STHINTCATON .::| C': C':

RBAC configuration

nabie Daternal Authentaaties o Hngle sipa-on lor 1R uiers.

Earge S e

LOaF MCACE  MAD T i ] I
* Cirfgor L Dib = DAdwE iR
i Fatah umer gross... Wird DK Uner wnaech baas Group wesech base  Auik
Authenticabon sethings W recoeTs Found
. .
Adevirisiratirs cn Sebne how e should be
aufenticaiid i AppVies Utes adfrdcaton n
arfrar e a0 s sitenicabon o sosmm . —_—
dnuttvirstication vid LOAP RADIIS, TACACS and + comure 0w

6. From the table of LDAP configurations, to delete a LDAP configuration, select the check box
corresponding to that entry.

Host Fetch user grou... Bind DN User search base Group search base  Auth
Idaps:i/gs-ldap-pel.la... m CN=Administrator,CN=Users, DC=testavx.... DC=testavx,DC=com  DC=testavx,DC=com i
i ]
7. From the More actions drop-down menu, click Delete.
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B2 More actions

]E Delete
N

8. In the Confirmation dialog box, click Delete.

The selected configuration is deleted.

Configuring Role-Based Access Control for TACACS

To configure RBAC for TACACS authentication:

1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the
icon.

2. From the menu displayed, click Settings.
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appviewX
Dashboard
CERT+

Pages

Studio
Request
Collection
Inventory

Account

Logging

Alert

Settings

.

3. On the Settings page, from the navigation pane on the left, click General.

4. Under General settings, click Authentication.
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Device

The Settings :: Authentication page is displayed, with the LDAP tab open by default.
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- LOWF  TACACS  BADWS  SAML P Besbricbisn  Authenticstion setting

General infermation

B ENEN e

Bind padzaans

. From the top-right corner of the screen, click Quick Config.
The RBAC Journey :: Authentication page is displayed.

i3 ' s
@ weratcaran ) O

RBAC configuration

nabie Daternal Authentaaties o Hngle sipa-on lor 1R uiers.

il itk wai LOAP BAS0IS FADACS dnd
Earge S e

Pt
L

LDAF  TACACE LTETT LA, Asthaab st S ng
+ {ifgery LDik (e T T
[ i Fatah umer gross... Wird DK Uner wnaech baas Group nesrch base  Auik
Authenticabon settings g records found
‘
Ademinitinalirs can Sebne how e should be
auhergcatid 1 dppes, Utes sahandcaton an
sifear b i bl st ben o sveme
4 Comlgure LOAS

6. On the RBAC Journey :: Authentication page, click the TACACS tab and click Configure TACACS.
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= . ) - Fa
®) ATHENTICATION O {_,n 9]

RBAC configuraticn -

[nable [xternal Authemication o Single wign-on Far the usen
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The Configure TACACS action pane is displayed.
Configure TACACS x

* Server name
# P zddress

* Port

* Secret key
* Service
* Protocol

* Authorization attribute
name

Add Cancel
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7. Enter the field information as shown in the table below:

i

*Server name

Name of the TACACS server.

*IP address

IP address of the TACACS server.

*Port

Port number of the TACACS server

All * marked fields are mandatory.

8. To test the connectivity between AppViewX and the IP address mentioned above, click Test

connection.

9. Enter the field information as shown in the table below::

*Secret key

A unique key for authentication between the AppViewX server and the
TACACS server.

*Service

Name of the service used by the user requested to be authorized.

Specifying the service name is mandatory because it enables the TACACS
+ server to behave according to the type of each authorization request.

Commonly, the Point-to-Point Protocol (PPP) is used for authorization
checks.

*Protocol

The protocol associated with the value specified in Service Name, which
is a subset of the associated service being used for client authorization or

system accounting

Commonly, the Internet Protocol (IP) is used as the modifier with PPP to
indicate the protocol layer for authorization check.

*Authorization
Attribute Name

Attribute that will be returned from the TACACS server to authenticate and
authorize the connection between the AppViewX server and the TACACS

server.

All * marked fields are mandatory.

10. To save the TACACS authentication settings, click Add and o reconfigure the settings, click Reset.

The TACACS authentication settings thus configured are saved and displayed in the table as shown in

the image below:
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Server name IP address Port Status
tacacs 192.168.142.89 49 © Enabled ii

Note: In the case of multiple TACACS servers, to define/update the order in which the servers
will be authenticated, drag and drop the entries in this table.

» Enabling a TACACS Configuration
» Disabling a TACACS Configuration
* Deleting a TACACS Configuration

Enabling a TACACS Configuration

To enable a TACACS configuration:

1. Navigate to the Settings :: Authentication page.
2. On the Settings :: Authentication page, from the top-right corner of the screen, click Quick Config.
The RBAC Journey :: Authentication page is displayed.

- ~ 5

=
|\." AT T AT () . )

RBAC configuration

rable | xierasl Rl beeleg slioss o Siegle digs-on Tor (e e

LD TACALE RS LEH dsthdabiisldn (el ngd

* Corfger LOa . [P T re—

i Fatah umer gross... Wird DK Uner wnaech baas Group wesech base  Auik

»

3. Onthe RBAC Journey :: Authentication page, click the TACACS tab.
4. From the table of TACACS configurations, for the configuration you want to enable, select the check
box corresponding to that entry.

Server name IP address Port Status
tacacs 192.168.142.89 49 @ Disabled i
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5. From the More actions drop-down menu, click Enable.

02 Maore actions = L7 Re

& Enable

|
|||'?!r~.- abla @ |

6. In the Confirmation message dialog box, click Proceed.

The selected configuration is enabled.

Disabling a TACACS Configuration

To disable a TACACS configuration:

1. Navigate to the Settings :: Authentication page.
2. On the Settings :: Authentication page, from the top-right corner of the screen, click Quick Config.
The RBAC Journey :: Authentication page is displayed.

z-- ~ 5
[

=
." ST ToL A Tuibd ) )

RBAC configuration

Unable [xernad Satheniasties o Hegle sips-on for the e

* Configern LORP - Artws  Direes

soxt Feboh umer gros.., mrd oK Upermearchbase  Group wesechbase  Auth

.

3. On the RBAC Journey :: Authentication page, click the TACACS tab.
4. From the table of TACACS configurations, for the configuration you want to disable, select the check
box corresponding to that entry.

Server name IP address Port Status
tacacs 192.168.142.89 49 S Enabled n

5. From the More actions drop-down menu, click Disable.
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22 Mare acrions - ) Ret

I & Enzble

| @ Disable

6. In the Confirmation message dialog box, click Proceed.

The selected configuration is disabled.

Deleting a TACACS Configuration

To delete a TACACS configuration:

1. Navigate to the Settings :: Authentication page.

2. On the Settings :: Authentication page, from the top-right corner of the screen, click Quick Config.

The RBAC Journey :: Authentication page is displayed.

iy
b

A
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3. On the RBAC Journey :: Authentication page, click the TACACS tab.
4. From the table of TACACS configurations, for the configuration you want to delete, select the check

box corresponding to that entry.

Server name IP address Port Status
tacacs 192.168.142.89 49 © Enabled ﬂ
5. From the More actions drop-down menu, click Delete.
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B2 More actions

]E Delete
N

6. In the Confirmation message dialog box, click Proceed.
The selected configuration is deleted.

Configuring Role-Based Access Control for RADIUS

To configure RBAC for RADIUS authentication:

1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the
icon.

2. From the menu displayed, click Settings.
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3. On the Settings page, from the navigation pane on the left, click General.

4. Under General settings, click Authentication.
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Device

The Settings :: Authentication page is displayed, with the LDAP tab open by default.
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5. From the top-right corner of the screen, click Quick Config. The RBAC Journey

page is displayed.
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6. On the RBAC Journey :: Authentication page, click the RADIUS tab and click Configure RADIUS.

Copyright © 2021 [AppViewX, Inc]. All Rights Reserved.

152




Configuring Role and Resource-Based Access Control

Pt

(#) aumiNmEaT O O

A
™y
L

!

RBAC configuration

Unable External Autbsstication or Single wgn-on for the users.

Srany rame Haar Authenriarion mods SEstun
Authenboation serbngs L AT RFEE Pag B Enatisd "

A et ran deine hom uner s be

Sl o b A hiem S Ll aubatic s (o

by e an el g Ehe o

astrantiiaton via LOAF RADLS TACACS ans
Gapghe Tage o

The Configure RADIUS action is displayed.

Configure RADIUS x
* Server name
* Host
* Shared secret
* Authentication port
* Acceptance port

* authentication mode (@) papsascll () cHAP () MS-CHAPv2
) EAP-MDS5

*= Authorization

* Authorization via . Radius LDAP

* Vendor ID

* Vendor type
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7. Enter the field information as described in the following table:

*Server Name Name of the RADIUS server.
*Host The IP address of the RADIUS server.
*Shared secret A unique key for authentication between the AppViewX server and the

RADIUS server.

*Authentication port | Port number that AppViewX will use for authentication.

Note: The default authentication port number is 1812. Please check
with your sysadmin if your organization uses a different port number.

*Acceptance port Port number that AppViewX will use to accept a response from the RADIUS

server.

Note: The default acceptance port number is 1813. Please check
with your sysadmin if your organization uses a different port number.

*Authentication Select one of the following authentication modes:
mode « PAP/ASCII

« CHAP

* MS-CHAPV2

- EAP-MD5

Note: Ensure that the selected authentication mode is also
confirmed in the RADIUS server settings.

Authorization via Select from one of the following authorization modes:
* RADIUS
- LDAP

Note: This field is enabled only whrn the the Authorization toggle is

turned on.

*\Vendor ID Enter the vendor ID.
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Note: This field is enabled only whrn the the Authorization toggle is

turned on and authorization is done via the RADIUS server.
N\ J

~

(o
Note: AppViewX does not have a unique vendor ID. We use a free
vendor ID: 500. Ensure that this is configured as part of the RADIUS

server settings.
- J

*Vendor type

Enter the vendor type.

4 ™
Note: This field is enabled only whrn the the Authorization toggle is
turned on and authorization is done via the RADIUS server.
. J
- ™
Note: AppViewX does not have a unique vendor type. We use a
free vendor ID: 200. Ensure that this is configured as part of the
RADIUS server settings.
N /

*LDAP

From the dropdown menu, select the LDAP server to be used for the

authorization.

Note: This field is enabled only whrn the the Authorization toggle is
turned on and authorization is done via the LDAP server.

All * marked fields are mandatory.

. To save the RADIUS authentication settings entered above, click Add or to reconfigure the settings,

click Reset.

The RADIUS authentication settings thus configured are saved and displayed in the table as shown in

the image given below:

Server name

Host Authentication mode Status
192.168.142.89 PAP S Enabled

Note: In the case of multiple RADIUS servers, to define/update the order in which the servers

will be authenticated, drag and drop the entries in this table.
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» Enabling a RADIUS Configuration
» Disabling a RADIUS Configuration
* Deleting a RADIUS Configuration

Enabling a RADIUS Configuration

To enable a RADIUS configuration:

1. Navigate to the Settings :: Authentication page.

2. On the Settings :: Authentication page, from the top-right corner of the screen, click Quick Config.

The RBAC Journey :: Authentication page is displayed.
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3. Onthe RBAC Journey :: Authentication page, click the RADIUS tab.

4. From the table of RADIUS configurations, for the configuration you want to enable, select the check

box corresponding to that entry.

5. From the More actions drop-down menu, click Enable.

-

B3 More actions = L) Re

I' & Enable

|mr~.- ahla @ |

6. In the Confirmation message dialog box, click Proceed.

The selected configuration is enabled.
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Disabling a RADIUS Configuration

To disable a RADIUS configuration:

1. Navigate to the Settings :: Authentication page.
2. On the Settings :: Authentication page, from the top-right corner of the screen, click Quick Config.
The RBAC Journey :: Authentication page is displayed.
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3. Onthe RBAC Journey :: Authentication page, click the RADIUS tab.

4. From the table of RADIUS configurations, for the configuration you want to disable, select the check
box corresponding to that entry.

5. From the More actions drop-down menu, click Disable.

02 More actions = 27 Re
! & Enzbls

| & Disable

6. In the Confirmation message dialog box, click Proceed.
The selected configuration is disabled.

Deleting a RADIUS Configuration

To delete a RADIUS configuration:
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1. Navigate to the Settings :: Authentication page.
2. On the Settings :: Authentication page, from the top-right corner of the screen, click Quick Config.
The RBAC Journey :: Authentication page is displayed.
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.

3. On the RBAC Journey :: Authentication page, click the RADIUS tab.

4. From the table of RADIUS configurations, for the configuration you want to delete, select the check box
corresponding to that entry.

5. From the More actions drop-down menu, click Delete.

",

BY kore actions « ) R
O

]E Delets
N

6. In the Confirmation message dialog box, click Proceed.

The selected configuration is deleted.

Configuring Single Sign On Settings with AppViewX

To configure single sign on settings with AppViewX:

1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

icon.

2. From the menu displayed, click Settings.
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3. On the Settings page, from the navigation pane on the left, click General.

4. Under General settings, click Authentication.

Copyright © 2021 [AppViewX, Inc]. All Rights Reserved. 159



Configuring Role and Resource-Based Access Control

Device

The Settings :: Authentication page is displayed, with the LDAP tab open by default.
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. From the top-right corner of the screen, click Quick Config.
The RBAC Journey :: Authentication page is displayed.
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6. On the RBAC Journey :: Authentication page, click the SAML tab.

Copyright © 2021 [AppViewX, Inc]. All Rights Reserved.

161




Configuring Role and Resource-Based Access Control

ey o Auth

appviewX

REAC configuration

Authentication settings

Ademiriglraionm can define o user shud ba
auhanticatad o AppWiewX. User authenficalian can
alihar ba an Internal authendication or sdamal
aushantcaton Wia LOAR RADMS TACACS and

Single Sign on.
More help

&

LOAF TACALS

550 Information

50

Weeta data

T Iszuer URL

+ 580 URL

Lo

* L0 UKL

Frihar 26 2021 11820 GMT+0330 05T+ 7 &

@ AUTHENTICATION O O O

Enable Exvernal Authentication or Single sign-an for the users.

RADIUS SAML Authenticatian setings

Multiple web instances =

Default login:

Assertion parameters:
Attributes | Claims Values to be mapped .-@
Frst retna

7. In the SSO Information section, enter the following details:

SSO

To use SAML authentication for Single Sign On, turn on the SSO toggle.

The Config Information section is displayed with the field information auto-
populated as shown below:

Config Information

Host localhost: 5004
El'l'ui'l‘j[% localhost: 5004/ sppyiewsS j]
Service URL localhost 5004/ appvievws/ssologin :J-J

SLO URL localhost:5004/sppviewalogout j

Metadata
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To import an identity provider (IdP):
a. Click Browse.

b. Navigate to the location where the XML metadata file is stored.
c. To upload the file, click Open.
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Note: You can also copy and paste the metadata information from
the XML file into the metadata contents text boxes in the Config
Information section.

*Issuer URL

Entity ID of the IdP.

Note: This field is enabled only when the SSO toggle in the SSO
Information section is turned on.

*SSO URL

For AppViewX to send the authentication request, enter the URL of the
protected endpoint provided by your IdP.

Note: This field is enabled only when the SSO toggle in the SSO
Information section is turned on.

SLO

To enable single log out, turn on the SLO toggle. This will log out the user
from AppViewX and the IdP.

*SLO URL

URL of the IdP protocol endpoint.

(L ™
Note: This field is enabled only when the SSO toggle in the SSO

Information section is turned on.
. J

. ™
Note: This field is mandatory only when the SLO toggle in the SAML

details section is turned on.
. J

*Upload certificate

To upload a certificate:

a. Click Browse Certificate.

b. Navigate to the location of the .pem certificate file.

c. Select the certificate file to be uploaded and click Open.The selected
certificate is uploaded.

Note: A certificate is to be uploaded only when the certificate of the
IDP is not available as a part of the metadata.
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Note: This field is enabled only when the SSO toggle in the SSO
Information section is turned on.

Local authorization

To enable SAML only authentication in IdP and for authorization to be carried
out in AppViewX, enable this toggle key.

Note: Authorization can be done by assigning user groups manually
to the user or enabling birthright role.

All * marked fields are mandatory.

8. To save the SAML authentication settings, click Save or to cancel the authentication settings, click
Cancel.

Configuring Authentication Settings rbac quick config

To configure the authentication settings:

1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the
icon.

2. From the menu displayed, click Settings.
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3. On the Settings page, from the navigation pane on the left, click General.

4. Under General settings, click Authentication.
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Device

The Settings :: Authentication page is displayed, with the LDAP tab open by default.
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5. From the top-right corner of the screen, click Quick Config.
The RBAC Journey :: Authentication page is displayed.
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6. On the RBAC Journey :: Authentication page, click the Authentication Settings tab.
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7. To enable Birthright provisioning for new users who log into the system with a predefined set of
permissions (associated with the user group), turn on the Enable Birthright toggle.

8. To define the order in which the authentication settings will be checked, in the Order section, drag and
drop the authentication labels to the required corresponding levels.

If the level 1 check is set to Local and the level 2 check is set to LDAP, user credentials will be
authenticated locally first and then on the LDAP server.

N

o ™
Note: You can also disable, and then enable a level of authentication. To do this, click the
green tick
RADIUS 51
next to the server name.
J

9. In the User settings section, enter the required field information.
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User settings

Create User with an unigue @ 0,
E-mail ID

Create User on Authorization 0,

Session Timeout 15 0,

Failure

The following table describes the field information in this section:

Create User an unique E-
mail 1D

To ensure that every AppViewX user has a unique email ID, turn on this
toggle.

Create User on
Authorization Failure

To create a user even if authorization fails (but the user is authenticated
successfully), turn on this toggle.

Session Timeout

AppViewX lets you set a session timeout limit between 2 and 480
minutes. To set a web session timeout limit, enter the value in minutes.

10. If the AppViewX node password has been changed, in the Node Settings section, enter the updated

Node Password.

Node settings

Node Password

(=
..

Save ‘ Cancel ‘
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Note: The value entered in the Node Password field should be the same as the node
password. To apply the changes, restart the avx-config-server pod in every datacenter.

11. Click Save.

Resource

The resource allows you to specify access at a granular level across all the devices and modules of
AppViewX listed in this section, where the permission definitions are independent of each other. The
resources can be assigned only to a User group. The resources that are assigned to the user groups will
automatically inherit the permissions associated with that resource. User groups can be assigned more

than one resource.

AppViewX enables the following resource-related features:

« Dynamic rule-based resource tagging of newly discovered ADC objects, Certificates based on Query
using object/Certificate fields available within in AppViewX.

» Dynamic rule-based resource tagging of newly discovered ADC objects, Certificates using a script to
tag based on data available with external tools (SNOW, Other CMDB, etc.).

* Rule templates are pre-shipped to ease the rule creation to dynamically tag resources.

» Dynamically created resources can be assigned to user groups dynamically by mapping the respective
rule to the required user groups as part of the Rules in Use inventory in the wizard flow.

» Manage the order of execution for the RBAC rules.

« Manage short circuit option to dynamically tag ADC objects

o ™
Note: This dynamic resource tagging is only for newly discovered ADC objects and certificates.

J

g ™

Note: Objects/Certificates and the respective permissions part of the existing resources will not

be updated/changed.
N /

 Create an RBAC Rule to Tag ADC Objects Using a Query

 Configuring a Variable as a Filter Condition Value based on Patterns
» Configuring the Resource Name

* Create an RBAC Rule to Tag ADC Objects/Certificates using a Script
» Configuring the Certificate Group Name

 Configuring the Resource Name Based on Patterns
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* Clone a Rule
* Delete a Rule

EBAC Rule Mapping to User Groups to Dynamically Provide Access for Resources to User
 Groups

» Managing Order of Execution and Short Circuit Configuration for Rules

Create an RBAC Rule to Tag ADC Objects Using a Query

To create a RBAC rule to tag resources using a query:

1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

icon.

2. From the menu displayed, click Account > Resource.

appviewX

Dashboard

Conitrol C
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CERT+

Studio

= Request
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Account Resource

(L 1] -~
:;\ User Group

The Resource page is displayed.
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Hame Description Status

3. From the top-right corner of the screen, click Quick Config.
The RBAC Journey :: Authentication page is displayed.

4. Navigate to the Resources stage as part of the wizard flow to add roles into AppViewX, with the Rules

tab displayed by default.

@ RESOURCES

O O O

Administrator can create a Resource from a pre defined set of resource rules and assign to user groups or create a new rule and
define criteria.

Rules Store

L% Order of execu... Rule name Description Rule outcome Assigned User gr...

Mo records found

+ Create rule

5. Click
The Rules :: Create screen is displayed.
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« O O O @ RESOURCES

Rule Details

* Rule name

Rule Description

Rules
ADC Rule Query script

Certificate Rule Query script

=N o

6. In the Rule Details section, enter the following details:

*Rule Name Resource name.

Rule Description | Brief description of the resource/granular level accesses associated with the

resource.

All * marked fields are mandatory.

7. To configure a rule to dynamically tag ADC objects using Query, in the Rules section, for the ADC
Rule, select Query.
8. The Rule builder :: ADC Rule action pane is displayed.
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9. On the Rule builder :: ADC Rule action pane, click Add Filter.
10. Select the field, condition and enter the value to be monitored for dynamic tagging of ADC objects
based on rule condition.

Configuring a Variable as a Filter Condition Value based on Patterns

A variable can be defined with a pattern as specified below:

1. Select any one required field, then select condition as “Variable”, define value in the format of <
%variable%>. Example: A virtual server configured with the pattern vs_prod_support.appviewx.com
can be defined as vs_<%variable1%>_support.appviewx.com [where <%variable1%> can match to
name UAT, DEV, etc.].

2. Multiple variable definitions for the same object pattern can be defined as. vs_<%variable1%> <
%variable2%>_support.appviewx.com [where <%variable1%> can match to name UAT,DEV etc and <
%variable2%> can match to name sales,marketing etc ].

3. Variables can be used only across one field in a Rule.

4. Variable name should follow the below standards:

« Only alphanumerics [A-Z, a-z, 0-9].
* Special characters underscore [ _].
* Placeholder is <% for beginning and %> for ending.

5. Specify a resource name.
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Configuring the Resource Name

To create resources dynamically based on patterns, resource name can be configured in the following

ways:

1. Provide the Resource Name of an existing resource by choosing the Resource Name from Drop Down.

2. Provide a Static Name to the Resource. [When Rule matches the Resource Name would be created
on Demand].

3. Provide a Pattern for the Resource Name. [Provide the variable pattern defined in the Query as the

Resource Name].

4. Click either the R (Read-only) or RW (Read/Write) button to designate whether user groups assigned
to the resource have read-only or read/write permissions on the ADC objects.

The ADC objects tagging has two additional fields that allow you to assign global permissions for

orphan and secondary ADC objects to the resource you are creating. Users cannot assign individual

permissions to orphan and secondary objects.

To enable this:

a. Next to the Resource name, select the checkbox beside Orphan if you want to assign global
permissions for orphan objects.

b. Click either the R or RW icon to give users assigned to the resource Read-Only or Read/Write
permissions on all orphan objects.

c. Select the checkbox beside Secondary if you want to assign global permissions for secondary
objects.

d. Click the R icon to give user groups assigned to the resource Read-Only permissions on all
secondary objects. The RW icon is not available because you cannot grant Read/Write access to
secondary objects.

e. Click Save.

f. Saved rules will be displayed in the Rules tab.

. Go to the Rules tab by clicking on Resource in the breadcrumb.

o «Q

. Rule Summary details (Rule Name, Description, Rule Outcome) are displayed in the Rule Inventory
table.

i. Enable the rule by clicking on the respective status icon for the rule to be actively running.

Create an RBAC Rule to Tag ADC Objects/Certificates using a Script

To create a RBAC rule to tag ADC objects/certificates using a script:
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1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the
icon.

2. From the menu displayed, click Account > Resource.

= appviewX

Dashboard
Control Center
Es ADC+

CERT+

Studio
= Request

Collection

Inventory

Account

Resource
System *  Role

1 —
';‘ User Group

The Resource page is displayed.

o

Hame Description

Status

3. From the top-right corner of the screen, click Quick Config
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The RBAC Journey :: Authentication page is displayed.
4. Navigate to the Resources stage as part of the wizard flow to add roles into AppViewX, with the Rules
tab displayed by default.

O O O (®) resources
Administrator can create a Resource from a pre defined set of resource rules and assign to user groups or create a new rule and
define criteria.
Rules Store
+ Create rule * Refresh
L Order of execu... Rule name Description Rule outcome Assigned User gr...
Mo records found
. ~+ Create rule
5. Click
The Rules :: Create screen is displayed.
O O O (®) resources

Rule Details

Rule name

Rule Description

Rules
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6. In the Rule Details section, enter the following details:

*Rule Name Resource name.

Rule Description Brief description of the resource/granular level accesses associated with

the resource.

All * marked fields are mandatory.

7. To configure a rule to dynamically tag ADC objects using Query, in the Rules section, for the ADC
Rule, select Script.

8. Configure the details of the script, provide a resource name and assign required permissions. For ADC
Objects, Orphan and Secondary objects need to be assigned globally. For Certificates, Certificate
Group Name need to be provided.

9. Click Save.

10. Saved rules will be displayed in the Rules tab.

11. Go to the Rules tab by clicking on Resource in the breadcrumb. Rule Summary details (Rule Name,
Description, Rule Outcome) are displayed in the Rule Inventory table.

12. Enable the rule by clicking on the respective status icon for the rule to be actively running.

Configuring the Certificate Group Name

To create certificate groups dynamically based on patterns, the certificate group name can be configured
in the following ways:

* Provide the certificate group name of an existing resource by choosing the certificate group name from
the drop-down menu.

* Provide a Static Name to the certificate group name. [When Rule matches the Resource Name would
be created on Demand].

» Provide a Pattern for the certificate group name. [Provide the variable pattern defined in the Query as
the Resource Name].

For example, Resource_<%variablename%> | <%variablename%>_Resource | <%variablename%>
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Configuring the Resource Name Based on Patterns

To create resources dynamically based on patterns, the resource name can be configured in the following
ways:

« Provide the Resource Name of an existing resource by choosing the Resource Name from Drop Down.

« Provide a Static Name to the Resource. [When Rule matches the Resource Name would be created on
Demand].

« Provide a Pattern for the Resource Name. [Provide the variable pattern defined in the Query as the

Resource Name]. For example, Resource_<%variablename%> | <%variablename%>_Resource | <
%variablename%>.

* Click either the R (Read-only) or RW (Read/Write) button to designate whether user groups assigned to
the resource have read-only or read/write permissions on the certificate groups.

» When you are finished configuring the Certificate rule, click Save. Saved rules will be displayed in the
Rules tab.

* Go to the Rules tab by clicking on Resource in the breadcrumb. Rule Summary details (Rule Name,
Description, Rule Outcome) are displayed in the Rule Inventory table.

 Enable the rule by clicking on the respective status icon for the rule to be actively running.

Clone a Rule

To clone arule:

1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

icon.

2. From the menu displayed, click Account > Resource.
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appviewX
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The Resource page is displayed.

Hame Description Status

3. From the top-right corner of the screen, click Quick Config. The RBAC Journey :: Authentication
page is displayed.

4. Navigate to the Resources stage as part of the wizard flow to add roles into AppViewX, with the Rules
tab displayed by default.
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( ) (_j (: ) @) RESOURCES

Administrator can create a Resource from a pre defined set of resource rules and assign to user groups or create a new rule and
define criteria.

Rules Store

k. Order of execu... Rule name Description Rule outcome Assigned User gr...

Mo records found

5. For the resource you want to clone, select the check box against that resource.
6. From the More actions drop-down menu, click Clone.

7. In the Clone rules dialog box, enter a name for the cloned rule and click Save.

Rule details will be closed and will be opened in edit mode for any further modification on description/
rule conditions.

8. Once the rule is saved, enable the rule by clicking on the respective status icon for the rule to be
actively running in the rules inventory table.

Delete a Rule

To delete a rule:

1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

icon.

2. From the menu displayed, click Account > Resource.
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appviewX
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The Resource page is displayed.

Hame Description Status

3. From the top-right corner of the screen, click Quick Config. The RBAC Journey :: Authentication
page is displayed.

4. Navigate to the Resources stage as part of the wizard flow to add roles into AppViewX, with the Rules
tab displayed by default.
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O O O @ RESOURCES

Administrator can create a Resource from a pre defined set of resource rules and assign to user groups or create a new rule and
define criteria.

Rules Store

+ Create rule . Refresh

Mo records found

k. Order of execu... Rule name Description Rule outcome Assigned User gr...

5. For the resource you want to delete, select the check box against that resource.
6. From the More actions drop-down menu, click Delete.

7. In the Confirmation dialog box, click Yes.

RBAC Rule Mapping to User Groups to Dynamically Provide Access for
Resources to User Groups

To create a RBAC rule to dynamically provide access for resources to user groups:

1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

icon.
2. From the menu displayed, click Account > Resource.
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appviewX
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The Resource page is displayed.

Hame Description Status

3. From the top-right corner of the screen, click Quick Config. The RBAC Journey :: Authentication
page is displayed.

4. Navigate to the Resources stage as part of the wizard flow to add roles into AppViewX, with the Rules
tab displayed by default.
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O C) O @ RESOURCES

Administrator can create a Resource from a pre defined set of resource rules and assign to user groups or create a new rule and
define criteria.

Rules Store

k. Order of execu... Rule name Description Rule outcome Assigned User gr...

Mo records found

5. For the resource you want to map to user groups, select the check box against that resource.

[= Map, SEr group
6. Click {Fj

7. In the Map user group action pane, select the user groups the resource will be mapped to.

8. Click Save.

Managing Order of Execution and Short Circuit Configuration for Rules
For managing the order of rule execution to avoid conflicts across multiple rules matching similar

conditions and tag to expected resources:

« In the rule inventory table, click and hold a rule name and drag it up or down to change the order of

execution of rules in use in the system.
* The order will be automatically saved OR Click the up or down arrows beside each rule name to update

the rule execution order.

Key points for consideration:

Copyright © 2021 [AppViewX, Inc]. All Rights Reserved. 185



Configuring Role and Resource-Based Access Control

« Order of execution needs to be maintained by the user only to manage certificates tagged to expected
certificate groups configured part of a rule, as certificates can't be part of multiple certificate groups.
+ Based on the order of execution and matching rule condition, certificates will be only tagged to the

certificate group at the top of rule execution order even though other RBAC rules down the order have a

matching condition.

« Order of execution also needs to be maintained by the user for ADC objects tagging to a specific
resource only when Short circuit option is turned on for ADC.

« By default, a short circuit will be turned off for ADC as ADC objects can be tagged to multiple
resources. There is no such restriction for ADC as it is existing for a certificate tagging. For
certificates, a short circuit will always be turned on and can’t be changed by the user.

« To enable a short circuit for ADC, click More icon under the Rules Inventory>> Enable Short Circuit

for ADC.

Role

Each role assigns a specific set of permissions relating to the modules that can be accessed and the
tasks that can be performed in each AppViewX module. The roles can be assigned only to a User group.
The user groups that are assigned with a role will automatically inherit all the associated permissions.

User groups can be assigned more than one role.

AppViewX enables the following role-related features:

- Out of the Box (OOB) roles are available for ADC, Certificates, Security, and Automation modules.
» OOB roles can be cloned, enabled, and disabled. OOB roles can’t be updated/deleted.
» Administrators can also create custom roles. Custom roles can be updated, deleted, enabled and

disabled.
« Users can either use OOB roles (if suits their needs) or custom roles to map to user groups.

* Creating a Custom Role
* Cloning a Role

* Modifying a Role

» Enabling a Role

+ Disabling a Role

» Mapping Role to User Groups

Creating a Custom Role

To create a custom role:
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1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the
icon.

2. From the menu displayed, click Account > Role.

appviewX
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The Role page is displayed.
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3. From the top-right corner of the screen, click Quick Config.
The RBAC Journey :: Authentication page is displayed.
4. Navigate to the Role stage as part of the wizard flow to add roles into AppViewX.

« O O @ ROLES O

Administrators can assign one or more system defined roles to grant access to the features defined in the role or administrator can

create a custom role and define features

+ Create custom role

ADC Certificate Automation Security Custom
- () Refrash itogofe

Name Description Status
Responsible for managing technical aspects of on.. @ Enabled
Responsible for monitoring, analysing logs and re... @ Enabled
Responsible for DevOps strategies, autoration st...  ©@ Enabled
AppViewX provides organizations with halistic, bu.. @ Enabled
Network Manager Responsible for managing and monioring networ... @ Enabled
raffic Manager Responsible to perform traffic management oper... Enabled

)

) + Create custom role
5. Click _

The Create custom role action pane is displayed.
6. Under the Information tab, enter the following details:
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*Name Role name.

Description Brief description of what users assigned to the role can do and/or what

features or functionalities are associated with the role.

All * marked fields are mandatory.

7. Click Save.

8. In the Authorized functions section, select the check box against the functionalities that you want to
associate with the role.

9. To assign functions at a granular level, click the * icon for the functions’ check box and then select
individual sub-options within the functions.
10. Click Save.

Cloning a Role

To clone an existing role to a custom role:

1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

icon.

2. From the menu displayed, click Account > Role.
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3. From the top-right corner of the screen, click Quick Config.

The RBAC Journey :: Authentication page is displayed.

4. Navigate to the Role stage as part of the wizard flow to add roles into AppViewX.

ADC Certificate

Marme

O

Automation

Security

O @ ROLES

create a custom role and define features
+ Create custom role

Custom

Description

Responsible for managing technical aspects of on..
Responsible for monitoring, analysing logs and re...
Responsible for DevOps strategies, automation st...
AppView) provides organisations with halistic, bu...
Responsible for managing and monioring networ...

Responsible to perform traffic management oper...

L

O

.} Refresh

Status

© Enabled
© Enabled
© Enabled
@ Enabled
@ Enabled

© Enabled

Administrators can assign one or more system defined roles to grant access to the features defined in the role or administrator can

1to6ofé

5. For the role, you want to clone, select the check box against that role.

6. From the More actions drop-down menu, select Clone.

B2 More actions = 1 Ref
v Enable

It

H ® Dissble -1

i @ Clone =

heios AIIfH@HHH =t . & P

7. In the Clone action pane, modify the details in the Information and Authorized functions sections as

required.
8. Click Save.
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Modifying a Role

To modify a custom role:

1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the
icon.

2. From the menu displayed, click Account > Role.

= appviewX

Dashboard
Control Center
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CERT+
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A
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F

/i Alert

[g) Settings

The Role page is displayed.
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3. From the top-right corner of the screen, click Quick Config.
The RBAC Journey :: Authentication page is displayed.
4. Navigate to the Role stage as part of the wizard flow to add roles into AppViewX.

« O O @ ROLES O

Administrators can assign one or more system defined roles to grant access to the features defined in the role or administrator can

create a custom role and define features
+ Create custom role

ADC Certificate Automation Security Custom

) Refresh itoGofé

Description Status
\anager-ADC Responsible for managing technical aspects of on... @ Enabled
Auditor-ADC Responsible for monitoring. analysing logs and re... @ Enabled
Devops-ADC Responsible for DevOps strategies, automation st.. @ Enabled
AppViewX provides organizations with halistic, bu.. @ Enabled
Responsible for managing and monioring networ... @ Enabled
Traffic Manager Responsible to perform traffic management oper... @ Enabled

)

5. Click the role name you want to modify.
6. The Edit role action pane is displayed for the selected role.
7. Modify the details in the Information and Authorized functions sections as required.
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8. Click Save.

[ Note: Out of the box role functions can’t be edited. Only custom role functions can be edited. ]

Enabling a Role

To enable a role:

1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the
icon.

2. From the menu displayed, click Account > Role.

appviewX
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The Role page is displayed.
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3. From the top-right corner of the screen, click Quick Config.
The RBAC Journey :: Authentication page is displayed.

4. Navigate to the Role stage as part of the wizard flow to add roles into AppViewX.

« O O @ ROLES O

Administrators can assign one or more system defined roles to grant access to the features defined in the role or administrator can

create a custom role and define features
+ Create custom role

ADC Certificate Automation Security Custom

) Refresh itogofe

Description Status
ADC Responsible for managing technical aspects of on... @ Enabled
Responsible for monitoring. analysing logs and re... @ Enabled
Responsible for DevOps strategies, automation st.. @ Enabled
AppViewX provides organizations with halistic, bu.. @ Enabled
Responsible for managing and monioring networ... @ Enabled
Responsible to perform traffic management oper... @ Enabled

)

5. To enable a role, select the check box against that role.
6. From the More actions dropdown menu, select Enable.
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B3 More actions = ") Re
I & Enable
A Dicobla @

7. In the Enable role(s) dialog box, click Yes.

Disabling a Role

. M
Note: You cannot disable roles that have active users associated with them.
/
g N
Note: The users associated with a disabled role through a user group will not be allowed to log in
to AppViewX.
N /

To disable a role:

1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

icon.

2. From the menu displayed, click Account > Role.
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3. From the top-right corner of the screen, click Quick Config.
The RBAC Journey :: Authentication page is displayed.

4. Navigate to the Role stage as part of the wizard flow to add roles into AppViewX.

« O O @ ROLES

create a custom role and define features
+ Create custom role

ADC Certificate Automation Security Custom

Name Description

L

Responsible for managing technical aspects of on..

s uditor-ADC Responsible for monitoring, analysing logs and re...
Responsible for DevOps strategies, automation st...

Executive Director-ADC AppView) provides organisations with halistic, bu...
rk Manager Responsible for managing and monioring networ...

c Manager Responsible to perform traffic management oper...

O

.} Refresh

Status
Enabled
Enabled
Enabled

-}

-}

-

© Enabled
© Enabled
]

Enabled

Administrators can assign one or more system defined roles to grant access to the features defined in the role or administrator can

1to6ofé

5. To disable a role, select the check box against that role.
6. From the More actions dropdown menu, select Disable.

02 Maore actions 0 Red
I & Enable

@ Dizable

7. In the Disable role(s) dialog box, click Yes.

Mapping Role to User Groups

To map roles to user groups:
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1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the
icon.

2. From the menu displayed, click Account > Role.
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The Role page is displayed.
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3. From the top-right corner of the screen, click Quick Config.

The RBAC Journey :: Authentication page is displayed.

4. Navigate to the Role stage as part of the wizard flow to add roles into AppViewX.

&«

O

O @ ROLES

O

Administrators can assign one or more system defined roles to grant access to the features defined in the role or administrator can

ADC Certificate Automation

create a custom role and define features
+ Create custom role

Security Custom

Description

Responsible for managing technical aspects of on...
Responsible for monitoring, analysing logs and re...
Responsible for DevOps strategies, automation st...
AppViewX provides organizations with holistic, bu...
Responsible for managing and monioring networ...

Responsible to perform traffic management oper...

b

.} Refrash

Status
@ Enabled
2 Enabled
& Enabled
© Enabled
© Enabled
S

Enabled

1toGofé

5. For the role, you want to map to user groups, select the check box against that role.

6. Click

o
i f-.-"E{hﬁISEF Eroup

7. In the Mapping user group action pane, select the user groups the role will be mapped to.
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8. Click Save.
The saved list of user groups will be displayed as a hyperlink in the rule inventory for each group.

User Group

A user group is a group of individuals that have access to the same roles and resources. When you
associate a role and resource with a user group, the users within that user group are granted all of the
roles and resources’ corresponding privileges and permissions. User Groups can be created manually or
synced from the Active Directory or can be bulk uploaded using a spreadsheet.

[ Note: You can associate the roles and resources only with the user groups. j

Once Authentication details are configured:

1. Navigate to the User Group stage as part of the wizard flow to add user groups into AppViewX.

Q @ USER GROUP O O

Create User Groups and assign roles. Users assigned to the User Group inherit the roles mapped to the User Group.

+ Add new group 7 Refresn 1 to1of1

MName Assigned Roles Assigned Resources Assigned Rules Status

admin usergre...  admin SUper 3ccess Default Rule @ Enabled

2. The User group inventory table is displayed with the list of available user groups in AppViewX along
with corresponding roles and resources mapping.

3. In the User group stage, user group creation can be done by fetching groups from LDAP or through
bulk import.

4. In addition to this, existing user groups can be cloned, enabled, disable, and deleted.

* Adding a New User Group by Syncing Groups from LDAP
» Adding a New User Group using the TACACS/RADIUS/SAML/AppViewX Option
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» Add New User Group by Bulk Import
* Disabling a User Group

» Enabling a User Group

* Cloning a User Group

» Deleting a User Group

Configuring Role and Resource-Based Access Control

Adding a New User Group by Syncing Groups from LDAP

To create a new user group by syncing groups from LDAP:

1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

icon.

2. From the menu displayed, click Account > User Group.

appviewX
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CERT+
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Account [ Resource

7 Role

User Group

The UserGroup page is displayed.
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3. From the top-right corner of the screen, click Quick Config.
The RBAC Journey :: Authentication page is displayed.
4. Navigate to the User Group stage as part of the wizard flow to add user groups into AppViewX.

« O (@) userGROUP O O

Create User Groups and assign roles. Users assigned to the User Group inherit the roles mapped to the User Group.

+ Add new group . .} Refresh 1to1of1
Name Assigned Roles Assigned Resources Assigned Rules Status
admin usergro.. admin SUpEer access Default Rule © Enabled

=+ Add new group

5. Click
6. From the Add user groups dialog box, select Sync groups from LDAP and click Proceed.

Add user groups x

®) Sync groups from LDAP TACACS / RADIUS / SAML / Bulk import
AppViewk

.

The LDAP inventory table is displayed.
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7. To view the user groups available in the AD and create or map them with the existing user groups in

>
AppViewX, from the LDAP inventory table, click

The Fetch user groups dialog box is displayed.

Fetch user groups x

® Fetch user groups specific to 3 user Fetch user groups

* Username

8. In the Fetch user groups dialog box:

« To fetch user groups according to a specific user, select Fetch user groups specific to a user and
enter the Username of the AD user.

« To fetch user groups by a specific name, select Fetch user groups and type the enter the User
group name from the AD.

Note: You can search the user group either by entering the complete user group name or
using wild card characters (*).

9. Click Fetch.

A table containing the AD group names and their corresponding AppViewX user group names is
displayed.

10. Select the AD user group(s) that must be created with the same name in AppViewX and click

[® Gave to Appviewx

11. To select the AD user group(s) to be mapped with the existing AppViewX user group:
a. Select the user group to be mapped with the existing AppViewX user group.
b. From the More actions list, select Create Map.

c. From the Mapping user group action pane, select the existing AppViewX user group to be
mapped.
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Mapping user group x

1to20f2
Name : Status
UGt ® Enabled
admin usergroup © Enabled

d. Click Save.

Selected AD user group(s) will be now mapped to the existing AppViewX user group and the same
mapping will reflect in the AD group names table.
12. To export specific AD groups:

a. Select the user group to be mapped with the existing AppViewX user group. From the More actions
list, select Export.

b. From the Export user groups action pane, select the Selected group(S) option and click Yes or to
export all user groups, select the All User Group(s) option and click Yes.

c. The selected/all user group(s) should be automatically exported in (.CSV) Format.

Adding a New User Group using the TACACS/RADIUS/SAML/AppViewX
Option

To create a new user group using the TACACS/RADIUS/SAML/AppViewX option:
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1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the
icon.

2. From the menu displayed, click Account > Role.
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The UserGroup page is displayed.
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3. From the top-right corner of the screen, click Quick Config.

The RBAC Journey :: Authentication page is displayed.
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4. Navigate to the User Group stage as part of the wizard flow to add user groups into AppViewX.

« O (@) userGrOUP O O

Create User Groups and assign roles. Users assigned to the User Group inherit the roles mapped to the User Group.

4 Add new group - .} Refresh 1to1of1
Name Assigned Roles Assigned Resources Assigned Rules Status
admin usergre...  admin SUper access Default Rule @ Enabled

+ Add new group

5. Click

6. From the Add user groups dialog box, select TACACS/RADIUS/SAML/AppViewX and click
Proceed.

7. Enter the Name and Description for the user group.

Add user groups x

Sync groups from LDAP @ TACACS /RADIUS / SAML / Bulk import
AppViewX
* Name
Description

8. Click Submit.
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Add New User Group by Bulk Import

To add a new user group using the bulk import feature:

1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the
icon.

2. From the menu displayed, click Account > User Group.

appviewX

[~] Dashboard

¥ Control Center

e ADCH

CERT+

Studio

Collection

Inventor bl

Account

S OUrce
ystem Role

Logging User Group

/iy, Alert User

Settings

The UserGroup page is displayed.

Nama Dwstriplion By raed Bley Assipeed Berewrey Busipred Rulsy Salek

3. From the top-right corner of the screen, click Quick Config.
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The RBAC Journey :: Authentication page is displayed.
4. Navigate to the User Group stage as part of the wizard flow to add user groups into AppViewX.

« O (@) userroup O O

Create User Groups and assign roles. Users assigned to the User Group inherit the roles mapped to the User Group.

4 Add new group . .} Refresh 1to1of1
Name Assigned Roles Assigned Resources Assigned Rules Status
admin usergro...  admin SUDET 3CCesS Default Rule @ Enabled

5 Click =+ Add new group

6. From the Add user groups dialog box, select Bulk import and click Proceed.
Add user groups x

Sync groups from LDAP TACACS / RADIUS f SAML / ® Bulk import
AppViewX

e

7. Click Browse.
8. To upload your CSV file, in the Select a file field, click Browse.

Note: To view the sample file for the formatting of the CSV file, click E }

9. Click Upload. User group validation is performed on the imported user groups and the validation status

(Valid/Invalid) is displayed.
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Note: The validation status can be invalid for reasons like duplicate group name, invalid group

name (group name does not meet the group naming criteria, and so on).

10. To save the user groups, select the list of user groups and click Submit.

All user groups with the valid status will be saved into AppViewX.

Note: Once you go back to the User group inventory table, you need to re-upload the file to
add the user group.

Disabling a User Group

To disable a user group:

1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the
icon.

2. From the menu displayed, click Account > User Group.
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appviewX

[~] Dashboard

. Control Center

Fa ADC+

CERT+

Studio

Inventony

Account

/1y Alert

Settings

 Resource

Role

User Group

User

The UserGroup page is displayed.

Yam—a Dwsiriplion By rad Aol

Assiped Rrisene Ansipred Mubi

Slalar

3. From the top-right corner of the screen, click Quick Config.

The RBAC Journey :: Authentication page is displayed.

4. Navigate to the User Group stage as part of the wizard flow to add user groups into AppViewX.
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O

(@) USER GROUP
(@)

O

Create User Groups and assign roles. Users assigned to the User Group inherit the roles mapped to the User Group.
+ Add new group 7 Refresh | 1to1ofl
Mame Assigned Roles Assigned Resources
admin usergro admin

Assigned Rules Status
SUper access Default Rule

@ Enabled

5. From the inventory table, select the user group to be disabled.
6. From the More Actions drop-down menu, select Disable.

B3 More actions 7 Re

I & Enable

@ Dizable

7. From the Disable user group dialog box, click Yes.

Enabling a User Group

To enable a user group:

1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the
icon.

2. From the menu displayed, click Account > User Group.
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appviewX

[~] Dashboard

. Control Center

Fa ADC+

CERT+

Studio

Inventony

Account

/1y Alert

Settings

 Resource

Role

User Group

User

The UserGroup page is displayed.

Yam—a Dwsiriplion By rad Aol

Assiped Rrisene Ansipred Mubi

Slalar

3. From the top-right corner of the screen, click Quick Config.

The RBAC Journey :: Authentication page is displayed.

4. Navigate to the User Group stage as part of the wizard flow to add user groups into AppViewX.
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O

(@) USER GROUP
(@)

O O

Create User Groups and assign roles. Users assigned to the User Group inherit the roles mapped to the User Group.

+ Add new group ) Refresh 1 to 1 of
Mame Assigned Roles Assigned Resources Assigned Rules Status
admin SUper access Default Rule @ Enabled

5. From the inventory table, select the user group to be enabled.

6. From the More Actions drop-down menu, select Enable.

B2 More actions -
& Enable

A Nicaohla @

7. From the Enable user group dialog box, click Yes.

Cloning a User Group

To clone a user group:

1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the
icon.

2. From the menu displayed, click Account > User Group.
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appviewX

[~] Dashboard

. Control Center

Fa ADC+

CERT+

Studio

Inventony

Account

/1y Alert

Settings

 Resource

Role

User Group

User

The UserGroup page is displayed.

Yam—a Dwsiriplion By rad Aol
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3. From the top-right corner of the screen, click Quick Config.

The RBAC Journey :: Authentication page is displayed.

4. Navigate to the User Group stage as part of the wizard flow to add user groups into AppViewX.
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O @ USER GROUP O O

Create User Groups and assign roles. Users assigned to the User Group inherit the roles mapped to the User Group.

+ Add new group %} Refresh  1to1of1

Mame Assigned Roles Assigned Resources Assigned Rules Status

admin usergre.. admin SUper access Default Rule @ Enabled

5. From the inventory table, select the user group to be cloned.
6. From the More Actions drop-down menu, select Clone.

8BS More actions 7 Ref
v Enable

it

H @' Disable L

L D_] Clone I

hojme "Ilfﬁ@fiﬂﬂ =t % Fn

7. In the Clone dialog box, enter a name for the cloned user group and update the description, if
required.
8. Click Save.

Deleting a User Group

To delete a user group:

1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

icon.

2. From the menu displayed, click Account > User Group.
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appviewX

[~] Dashboard

. Control Center

Fa ADC+

CERT+

Studio

Inventony

Account

/1y Alert

Settings

 Resource

Role

User Group

User

The UserGroup page is displayed.
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3. From the top-right corner of the screen, click Quick Config.

The RBAC Journey :: Authentication page is displayed.

4. Navigate to the User Group stage as part of the wizard flow to add user groups into AppViewX.
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O @ USER GROUP O O

Create User Groups and assign roles. Users assigned to the User Group inherit the roles mapped to the User Group.

+ Add new group %} Refresh  1to1of1

Mame Assigned Roles Assigned Resources Assigned Rules Status

admin usergre.. admin SUper access Default Rule @ Enabled

5. From the inventory table, select the user group to be deleted.
6. From the More Actions drop-down menu, select Delete.

B2 More actions - .. R

]E Delets
N

7. From the Delete user group dialog box, click Yes.
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Chapter 4: Managing HSM Integration

An HSM (Hardware Security Module) is a piece of hardware and associated software or firmware that
usually resides in a PC or server and provides at least the minimal cryptographic functions. These
functions include (but are not limited to) encryption, decryption, key generation, and hashing. The physical
device offers physical tamper-resistance and has a user interface and a programmable interface. Other
names for an HSM include Personal Computer Security Module (PCSM), Secure Application Module
(SAM), Hardware Cryptographic Device, or Cryptographic Module.

To integrate a HSM device:

1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

icon.
2. From the menu displayed, click Inventory > Device.
The Device :: ADC page is displayed.

appviewX

Studio

Request

Collection

Inventory Device
Account Q Certificate
Logging B Group

N Alert

Settings
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3. On the Device :: ADC page, to configure the HSM settings, click the HSM tab.
The Device :: HSM page is displayed.

ADE  Server  WAF  DNS  Firewall  Switch  Router  Proxy  Cloud @ Others  MOM

amazon
i Fortanix
gemalto’
Quintessence
Labs

= SafeMet AT

(N)CIPHER
utimaco’

4. From the left pane, select the vendor for integrating the HSM device.
5. For the selected vendor, click Configure Now.

Pevics = HAN + O

ADC Sarvar <159 Firewall WAF Switch Reutar Praxy Cleusd HiM Qithers MO

an:lqz.un
i Fortanix
gemalto’

Quintessenee
Lobs

= SafeNet AT

(NCIPHER

utimaco’

6. For all vendors, in the General information section, enter the following details:

*Name

Name of the device/settings being integrated

Description

Description/purpose of adding the device
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Implementation type | From the drop-down menu, select one of the following options:

* CSR Generation
« Private key encryption
» Both

Default

Data center

From the drop-down menu, select the data center where the HSM AppViewX VM is deployed

All * marked fields are mandatory.

7. In the Vendor specific details section, enter the required details.
« To enter vendor specific details for Fortanix, click here.
« To enter vendor specific details for Gemalto, click here.
« To enter vendor specific details for SafeNet AT, click here.
« To enter vendor specific details for Utimaco, click here.
8. To save the HSM integration detalils, click Save.
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Overview

Utimaco
Fortanix
Thales DPoD
Thales GPN

Overview

An HSM (Hardware Security Module) is a piece of hardware and associated software or firmware that
usually resides in a PC or server and provides at least the minimal cryptographic functions. These
functions include (but are not limited to) encryption, decryption, key generation, and hashing. The physical
device offers physical tamper-resistance and has a user interface and a programmable interface. Other
names for an HSM include Personal Computer Security Module (PCSM), Secure Application Module
(SAM), Hardware Cryptographic Device, or Cryptographic Module.

For the deployment, AppViewX enables support for integrating all HSMs that support the PKCS11 library,
an interface that facilitates interaction between the HSM and AppViewX. This eliminates the need to
deploy vendor-specific SDKs and JAR files, thus significantly reducing the time it takes for integrating and

installing an HSM.

The deployment currently supports the following four HSM vendors:

 Utimaco

* Fortinax

*» Thales - DPoD
* Thales - GPN

Utimaco

To integrate a HSM device from Amazon, enter the following details:

Slot Id* Unique identification number of the slot in the HSM Luna client that will be used to

communicate with the end HSM device
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Partition Password of the HSM partition for the specific slot mentioned above
password*

Key handler A reference name to create a Master Encryption key in HSM. This enables us to
name* pick the right MEK for crypto operations over KEK.

All * marked fields are mandatory.

« Integrating the Utimaco HSM with the AppViewX

Integrating the Utimaco HSM with the AppViewX

To integrate the Utimaco HSM with the AppViewX:

1. Login to the AppViewX server on which the AppViewX Cloud Connector is installed.

2. From the command line interface, navigate to the properties folder. Path:
{CC_INSTALLATION_PATH}/deps/properties

3. Open the hsm file using the following command:

vi hsm

4. Uncomment the following lines:

export CS_PKCS11_R2_CFG= /appviewx/dependencies/external_libs/hsm/utimaco/cs_pkcs1l_R2.cfg

echo "UTIMACO Config Path : $CS_PKCS11_R2_CFG"

5. Login to the AppViewX Ul using valid credentials. B
The Dashboard page is displayed by default.

6. From the top-left corner of the page, click = .
7. From the menu displayed, select Inventory > Device.

Copyright © 2021 [AppViewX, Inc]. All Rights Reserved. 223



HSM Integration for AppViewX

A/ appviewx

Collection

Inventory Device
ount

Certificate

Group

A A e
S Alert

[ Settings

The Device :: ADC page is displayed.

+ P B @ L Q| E to
ADC sorver WIAF DNS Firewall switch Router Proky Clowd H5M others MOM
Ol Mame Sync groupdcluster FGQDN ! 1P sddress Faril Wersion Status WVendar Modules
1 ®1ne 1.5 EF AT & Managed # HARoy SLE
AR RE-XTURFERE B2 16812215 22 & [l
1 & hasynefallever & B
1 = 2 s o M3 l c Citrmx
I ] 28 & Manageo ]
U = 2458 M0l 22 & =]
1| @ gz pot15lab.apaviewe not ha-graup 2. 16240161 22 11652buld 0,010 | & Managee B
I P pesd.apada hasynchailweer s s 22 15.0.1 build 0.0.11 L | Frs
o fla-graup THL 1BE.A0.150 22 11.6.3.2 buald 9.0.10 & Manages f;‘;‘ & LTRAENE1R DME
.
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8. Under the HSM tab, from the navigation pane on the left, select Utimaco.

ADC Sarver WAF DS Firwwall Switeh Reviatas Preay Cheud E Otheri MOM
i Fortanix'
THALES

= SateNeat AT

9. Click Configure now.

The Device :: HSM page is updated to display the fields required to integrate Thales-DPoD with the
AppViewX CLMaas.

10. In the General Information section, enter/select the required field information.

General information

* Name
Description
Implementation type CSR Generation hd

Default

* Data center dei

The following table describes the field information in this section:

*Name Enter a name for this integration.
Description Enter a description for the integration.
Implementation type Select an implementation type from the following options:
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* CSR generation
* Private key generation

* Both
Default Turn on the toggle to make this the default setting.
*Data center From the dropdown list, from the list of applicable values, select the

required data center.

Note: The data center selected here is used to map the
AppViewX Cloud Connector for this integration.

All * marked fields are mandatory.

11. In the Vendor specific details section, enter/select the required field information.

Vendor specific details

* Slot Id
* Partition password

* Key handler name

* So File
Browse

onte e

The following table describes the field information in this section:

*Slot Id Unique identification number of the slot in the HSM Luna client that will

be used to communicate with the end HSM device.
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*Partition password Password of the HSM partition for the specific slot mentioned above.

*Key handler name A reference name to create a Master Encryption key in HSM. This

enables us to pick the right MEK for crypto operations over KEK.

*So File The SO file is used to facilitate the communication between the HSM
and AppViewX. To upload the .so file:

a. Click Browse.

b. Navigate to the location of the .so file.

c. Select the .so file and click Open.

*Config file The Config file is used to facilitate the communication between the
HSM and AppViewX. To upload the .conf file:

a. Click Browse.

b. Navigate to the location of the .conf file.

c. Select the .conf file and click Open.

All * marked fields are mandatory.

12. Click Save.

13. Scroll to the end of this page to view the table that will be populated with all the details of this HSM. If
the HSM has been configured correctly, the Status for the HSM will be set to Available (after checking
the encryption and decryption logic). If the Status is Not Available:
 Check the installation path for the HSM.

« Ensure that all required permissions have been enabled.

14. If the implementation type is CSR Generation, refer to the Cert+ User Guide for steps on how to

generate a CSR.

Fortanix

To integrate a HSM device from Amazon, enter the following details:

*AP| Key Unique identification number of the slot in the HSM Luna client that will be
used to communicate with the end HSM device.

*Key handler name A reference name to create a Master Encryption key in HSM. This enables

us to pick the right MEK for crypto operations over KEK.
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All * marked fields are mandatory.

* Integrating the Fortanix HSM with the AppViewX

Integrating the Fortanix HSM with the AppViewX

To integrate the Fortanix HSM with the AppViewX:

1. Login to the AppViewX server on which the AppViewX Cloud Connector is installed.

2. From the command line interface, navigate to the properties folder. Path:
{CC_INSTALLATION_PATH}/deps/properties

3. Open the hsm file using the following command:

Vi hsm
4. Uncomment the following lines:

export FORTANIX_PKCS11_CONFIG_PATH= /appviewx/dependencies/hsm/fortanix/pkcs11.conf

echo "FORTANIX Config Path : $SFORTANIX_PKCS11_CONFIG_PATH"
5. Login to the AppViewX Ul using valid credentials.

6. From the top left corner of the screen, click =

7. From the menu displayed, select Inventory > Device.
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A/ appviewx

Collection

Inventory Device
ount

Certificate

Group

A A e
S Alert

[ Settings

The Device :: ADC page is displayed.
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8. Under the HSM tab, from the navigation pane on the left, select Fortanix.

ADC Server WAF DNS Firewall Swritch Routed Praxy Cloud Others MDM

amazon

5 . General information
i\ Fortanix: ‘

THALES s

= SafeNet AT

(W)CIPHER

uti o- * Data center e -

9. Click Configure now.
The Device :: HSM page is updated to display the fields required to integrate Thales-DPoD with the
AppViewX CLMaas.
10. In the General Information section, enter/select the following details:

*Name Enter a name for this integration.

Description Enter a description for this integration.

Implementation Select an implementation type from the options available in the dropdown

type menu.

Default Turn on the toggle to make this the default setting.

*Data center Select the required data center from the list of applicable values in the
dropdown menu.

All * marked fields are mandatory.

11. In the Vendor specific details section, enter/select the following details:

*AP| Key Enter the API key.
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*Key handler name A reference name to create a Master Encryption key in HSM. This

enables us to pick the right MEK for crypto operations over KEK.

*So file The SO file is used to facilitate the communication between the HSM and
AppViewX. To upload the .so file:

a. Click Browse.

b. Navigate to the location of the .so file.

c. Select the .so file and click Open.

*Config file The Config file is used to facilitate the communication between the HSM
and AppViewX. To upload the .conf file:

a. Click Browse.

b. Navigate to the location of the .conf file.

c. Select the .conf file and click Open.

All * marked fields are mandatory.

12. Click Save.

13. Scroll to the end of this page to view the table that will be populated with all the details of this HSM. If
the HSM has been configured correctly, the Status for the HSM will be set to Available (after checking
the encryption and decryption logic). If the Status is Not Available:
 Check the installation path for the HSM.

« Ensure that all required permissions have been enabled.

14. If the implementation type is CSR Generation, refer to the Cert+ User Guide for steps on how to
generate a CSR.

Thales DPoD

In this section, you will be guided to integrate the Thales DPoD HSM with the AppViewX CLMaas.

* Integrating the Thales DPoD HSM with the AppViewX

Integrating the Thales DPoD HSM with the AppViewX

To integrate the Thales DPoD HSM with the AppViewX CLMaaS:
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1. Login to the AppViewX server on which the AppViewX Cloud Connector is installed.

. From the command line interface, navigate to the properties folder. Path:

{CC_INSTALLATION_PATH}/deps/properties

. Open the hsm file, using the following command:

vi hsm

. In the hsm file, uncomment the following lines:

cd /appviewx/dependencies/external_libs/hsm/safenet/dpod/
source setenv

export ChrystokiConfigurationPath=/appviewx/dependencies/hsm/safenet/dpod/

Note: The given path is only for reference, if there is change in the installed path the same has
to be updated in the above commands.

5. Navigate to the hsm folder. Path: {installation_path}/deps/external_libs/hsm/

6. Install the Luna client in this location.

Note: If the Luna client is already installed location, you will have to uninstall and reinstall the

Luna client at the location: {appviewx_installation_path}/hsm/.

. Untar the DPoD tar file.

8. After successful installation, copy the Chrystoki.conf file to the location cp /etc/Chrystoki.conf

11.

12.

13.

{CC_INSTALLATION_PATH}/deps/external_libs/hsm/.

. Edit the Chrystoki.conf file to replace the custom path with the above new mount path.
10.

For version 7.2, enable the folder permissions using the command given below:

“cd {appviewx_installation_path}/hsm/safenet/lunaclient”

“sudo find . -type d -exec chmod +rx {} \;"

Update the permissions for the Chrystoki.conf file using the command given below:

SaasS : " cd {appviewx_installation_path}/hsm/"

“sudo chmod 755 Chrystoki.conf"

AppViewX can now communicate with all HSM devices.

Restart the avx-platform-hsm pod, using the following commands:

list kubectl get pods -n <namespace>

kubectl delete pods -n <namespace> <PodName>

Login to the AppViewX Ul using valid credentials.
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The Dashboard page is displayed by default.

14.

15. From the menu displayed, select Inventory > Device.
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The Device :: ADC page is displayed.
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17. Click Configure now.

The Device :: HSM page is updated to display the fields required to integrate Thales-DPoD with the
AppViewX CLMaas.

18. In the Deployment Type section, for the Deployment Type field, select General Purpose Network.

Deployment Type

* Deployment Type iii General Purpose Network DPoD

19. In the General Information section, enter/select the required field information.
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General information

* Name
Description
Implementation type

Default

* Data center

CSR Generation ~

dcl ~

The following table describes the field information in this section:

*Name Enter a

name for this integration.

Description Enter a

description for the integration.

Implementation type Select an implementation type from the following options:
* CSR generation
* Private key generation

* Both
Default Turn on the toggle to make this the default setting.
*Data center From the dropdown list, from the list of applicable values, select the

required data center.

Note: The data center selected here is used to map the
AppViewX Cloud Connector for this integration.

All * marked fields are mandatory.

20. In the Vendor specific details section, enter/select the required field information.
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* Slot Id
* Partition password
* Key handler name

* So File

* Config file

Vendor specific details

Browse

Browse
Save Cancel

The following table describes the field information in this section:

*Slot Id Unique identification number of the slot in the HSM Luna client that will be
used to communicate with the end HSM device.

password

*Partition Password of the HSM patrtition for the specific slot mentioned above.

*Key handler name | A reference name to create a Master Encryption key in HSM. This enables us
to pick the right MEK for crypto operations over KEK.

*So File The SO file is used to facilitate the communication between the HSM and
AppViewX. To upload the .so file:

a. Click Browse.

b. Navigate to the location of the .so file.

c. Select the .so file and click Open.

*Config file The Config file is used to facilitate the communication between the HSM and
AppViewX. To upload the .conf file:
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a. Click Browse.

b. Navigate to the location of the .conf file.
c. Select the .conf file and click Open.

All * marked fields are mandatory.

21. Click Save.

22. Scroll to the end of this page to view the table that will be populated with all the details of this HSM. If
the HSM has been configured correctly, the Status for the HSM will be set to Available (after checking
the encryption and decryption logic).If the Status is Not Available:

» Check the installation path for the HSM.
« Ensure that all required permissions have been enabled.

23. If the implementation type is CSR Generation, refer to the Cert+ User Guide for steps on how to
generate a CSR.

Thales GPN

In this section, you will be guided to integrate the Thales GPN HSM with the AppViewX CLMaas.
« Installing the Luna Client

« Integrating the Thales GPN HSM with the AppViewX

Installing the Luna Client

In order to communicate with the HSM in the customers’ premises, install the Luna client on the node
where the AppViewX Cloud Connector is installed.

Prerequisites

» The Alien and RPM packages should be installed in the environment.
» Users should have either root access or sudo access.
» Environment should have access to communicate with HSM through the ports 22, 1792.
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Integrating the Thales GPN HSM with the AppViewX

1. Login to the AppViewX server on which the AppViewX Cloud Connector is installed.

. From the command line interface, navigate to the properties folder. Path:

{CC_INSTALLATION_PATH}/deps/properties

. Open the hsm file using the following command:

vi hsm

. In the hsm file, uncomment the following lines:

export ChrystokiConfigurationPath=/appviewx/dependencies/external_libs/hsm/

Note: The given path is only for reference, if there is change in the installed path the same has
to be updated in the above commands.

5. Navigate to the hsm folder. Path: {APPVIEWX_INSTALLATION_PATH}/hsm/

6. Install the Luna client in this location.

Note: If the Luna client is already installed location, you will have to uninstall and reinstall the

Luna client at the location: {AppViewX_installed_path)_deps/external_lib/hsm/

. After successful installation, copy the Chrystoki.conf file to the location cp /etc/Chrystoki.conf

{CC_INSTALLATION_PATH}/deps/external_libs/hsm/.

8. Edit the Chrystoki.conf file to replace the custom path with the above new mount path.

9. For version 7.2, enable the folder permissions using the command given below:

10.

11.

12.

“cd {AppViewX_INSTALLATION_PATH}hsm/safenet/lunaclient"

“sudo find . -type d -exec chmod +rx {} \;"

Update the permissions for the Chrystoki.conf file using the command given below:

Saas : " cd {AppViewX_INSTALLATION_PATH}hsm/"

“sudo chmod 755 Chrystoki.conf"

AppViewX can now communicate with all HSM devices.
Restart the avx-midserver-platform pod, using the following commands:

list kubectl get pods -n <namespace>

kubectl delete pods -n <namespace> <PodName>

Login to the AppViewX Ul using valid credentials.
The Dashboard page is displayed by default.
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13. From the top-left corner of the page, click = .
14. From the menu displayed, select Inventory > Device.

/X appviewx

Dashboard

Control Center
ADCH
CERT+
Pages

A0 Studio
Request

Collection

Inventory Device
=, Account O Certificate
Group

Backup 8

[ Settings

The Device :: ADC page is displayed.
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16. Click Configure now.

The Device :: HSM page is updated to display the fields required to integrate Thales-DPoD with the
AppViewX CLMaas.

17. In the Deployment Type section, for the Deployment Type field, select General Purpose Network.

Deployment Type

* Deployment Type iii General Purpose Network DPoD

18. In the General Information section, enter/select the required field information.
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General information

* Name
Description
Implementation type CSR Generation A

Default

* Data center dci v

The following table describes the field information in this section:

*Name Enter a name for this integration.
Description Enter a description for the integration.
Implementation type Select an implementation type from the following options:

» CSR generation
* Private key generation

* Both
Default Turn on the toggle to make this the default setting.
*Data center From the dropdown list, from the list of applicable values, select the

required data center.

Note: The data center selected here is used to map the
AppViewX Cloud Connector for this integration.

All * marked fields are mandatory.

19. In the Vendor specific details section, enter/select the required field information.
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e

Vendor specific details

* Slot Id
* Partition password
* Key handler name

* So File

Browse

Save Cancel

The following table describes the field information in this section:

*Slot Id

Unique identification number of the slot in the HSM Luna client that will
be used to communicate with the end HSM device.

*Partition password

Password of the HSM patrtition for the specific slot mentioned above.

*Key handler name

A reference name to create a Master Encryption key in HSM. This
enables us to pick the right MEK for crypto operations over KEK.

*So File

The SO file is used to facilitate the communication between the HSM
and AppViewX. To upload the .so file:

a. Click Browse.

b. Navigate to the location of the .so file.

c. Select the .so file and click Open.

*Config file

The Config file is used to facilitate the communication between the
HSM and AppViewX. To upload the .conf file:

a. Click Browse.

b. Navigate to the location of the .conf file.

c. Select the .conf file and click Open.
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All * marked fields are mandatory.

20. Click Save.

21. Scroll to the end of this page to view the table that will be populated with all the details of this HSM. If
the HSM has been configured correctly, the Status for the HSM will be set to Available (after checking
the encryption and decryption logic).If the Status is Not Available:

» Check the installation path for the HSM.
« Ensure that all required permissions have been enabled.

22. If the implementation type is CSR Generation, refer to the Cert+ User Guide for steps on how to
generate a CSR.

Copyright © 2021 [AppViewX, Inc]. All Rights Reserved. 243



Chapter 6: Configuring Privileged Access
Management

» AppViewX
» CyberArk

» Thycotic Secret
» HashiCorp

AppViewX

AppViewX is shipped with a built-in integration with HashiCorp Vault for software level security to secure

the private keys and device credentials onboarded to the product.

- )
Note: For more details on how the HashiCorp vault integrates with AppViewX, click here.
Device » Credential > Add credential
appviewX
Credential details
(AT
* Credential name
thycotic,
¥ User name
HashiCorp
® Credential type (@) Password Identity key
* Password
Secondary password
Save |
- J

To configure credential details for the AppViewX vault:

1. In the Credential details section, enter the following field information:

*Credential name Name for the credential for the users to identify it.

*User name User name used for device onboarding.
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Configuring Privileged Access Management

Select the type of authentication from one of the following:
 Password
« Identity key

*Password Password configured at the time of device onboarding.
Note: This field is displayed only when the Credential type is
selected as Password.
Secondary Additional password enabled by vendors for specific operations.
password

Note: This field is displayed only when the Credential type is
selected as Password.

*Identity key

Credentials (private key in the .pem or .txt format) for enabling device
communication via SSH.

Note: This field is displayed only when the Credential type is
selected as ldentity key.

Passphrase

Key to protect the private key files.

Note: This field is displayed only when the Credential type is
selected as ldentity key.

All * marked fields are mandatory.

2. Click Save.

CyberArk
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Device > Credential > Ad

appviewX : :
Credential details
& CYBERARK
* Credential name
fhycotic,
Type @ Device Amazon (AWS/ELB)

() Hashicorp * User name

* App D

User type Internal w

To configure credential details for the CyberArk vault:

1. In the Credential details section, enter the following field information:

*Credential name Name for the credential for the users to identify it.
Type To retrieve a credential from the CyberArk vault, select one of the following
options:

* Device (default)
* Amazon (AWS/ELB)

[ Note: This field is displayed when the Device type is selected. ]

*User name User name that has been added in CyberArk.

[ Note: This field is displayed when the Device type is selected. j

*App ID App ID that has been authorized to provide access to CyberArk and retrieve
credentials.

[ Note: This field is displayed when the Device type is selected. ]

User type From the drop-down menu, select one of the following:
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« Internal (user created directly in the device)
» External (user created in the Active Directory)

Note: This field is displayed when the Amazon (AWS/ELB) type is
selected.

*AWS IAM username | User name that has been added in CyberArk.

Note: This field is displayed when the Amazon (AWS/ELB) type is
selected.

*App ID Reference ID provided by CyberArk for the corresponding application.

Note: This field is displayed when the Amazon (AWS/ELB) type is
selected.

*AWS access key ID | Access key ID generated from the AWS management console.

All * marked fields are mandatory.

2. Click Save.

Thycotic Secret

Device > Credential > Add cre
appviewX i i
Credential details

atT’HEEARK

* Credential name
IIIHI:DII\B,

Purpose (@) Keystore Password

(i Hashicorp * URL

* User name

* Password
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To configure credential details for the Thycotic vault:

1. In the Credential details section, enter the following field information:

*Credential name Unique name for the credential for the users to identify it
Purpose

*URL URL of the Thycotic Secret server.

*User name Username for accessing the Thycotic Secret server.
Password Password for accessing the Thycotic Secret server.

All * marked fields are mandatory.

2. Click Save.

I_—IashiCorD

appviewX Hashel pap &1 Semmings
Credential details
& CrsRAR

Mhyrstic,

" AP Profie
* et Eigine

To configure credential details for the HashiCorp vault:

1. In the Credential details section, enter the following field information:

*Credential name Unique name for the credential for the users to identify it.
*API Profile Select the API profile from the dropdown list which is configured in HashiCorp API setting
*Secret Engine Type path and click enter. It will suggest a list of secrets and the desired secret can be se
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All * marked fields are mandatory.

2. Click Save.

» Configuring HashiCorp API Settings

Configuring HashiCorp API Settings

1. From the top right corner of the screen, click HashiCorp API Settings.
The HashiCorp API Settings window is displayed.

HashiCorp API Settings

* API Profile Name

* |P / Hostname

* Port

* Vault Token

API Profile Name “  Hostname Port Action
Mo records found

The following table describes the field information required here:

API Profile Name* Enter a unique API profile name.

IP/Hostname Enter the HashiCorp vault hosted IP address or hosthame.
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Port Enter the port in which the HashiCorp vault is running.

Vault Token Enter the vault token for authentication.

All * marked fields are mandatory.

2. Once the details are entered, click Add.
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» Configuring the SMTP Server Settings
* Managing Proxy Settings

Setting the Cryptographic Policy

Enabling Dashboard View for the User

Managing the Login Configuration

Configuring the SMTP Server Settings

The SMTP configuration is required for AppViewX to be able to send logs and alerts via email.

To configure the SMTP server:

1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

= icon.

2. From the menu displayed, click Settings.
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appviewX
Dashboard
CERT+

Pages

Studio
Request
Collection
Inventory

Account

Logging

Alert

Settings

.

3. On the Settings page, from the navigation pane on the left, click General.

4. Under General settings, click SMTP.
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Device

The Settings :: SMTP page is displayed.
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SMTP configuration

Authentication

Test email

5. In the SMTP configuration section, enter the following details:

*SMTP host Host name of the SMTP server.
*SMTP port Port number of the SMTP server.
*From address Enter the email address that will be used to email the logs and alerts.
Enable SSL To allow SSL encryption, enable this toggle key.
Email box To use the mailbox feature to read emails in Visual Workflow, turn on this

toggle.
*Email o o . . .

Note: This field is displayed only if the Email box key is enabled.

*Email Email address of the IMAP server used for the mailbox feature.

[ Note: This field is displayed only if the Email box key is enabled. ]
*Password Password of the IMAP server used for the mailbox feature.

[ Note: This field is displayed only if the Email box key is enabled. ]
*Host name Host name of the IMAP server used for the mailbox feature.
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All * marked fields are mandatory.

6. In the Authentication section, enter the following details:

Authentication To enable authenticated mail server communication, turn on this toggle.
required
*Username Username for the authenticated mail server.

Note: This field is enabled only if the Authentication required key is
turned on.

*Password Password for the authenticated mail server.

Note: This field is enabled only if the Authentication required key is
turned on.

All * marked fields are mandatory.

7. In the Test email section, to test the SMTP settings,enter the email address to which a test email
should be sent.

8. Click Test to send the test email.

9. To save the SMTP configuration settings, click Save.

Managing Proxy Settings

When AppViewX is deployed at a customer’s, in order to prevent exposure of the customer’s IP address
to the internet, AppViewX communicates with the internet using a proxy server.

To configure the proxy settings:

1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

icon.

2. From the menu displayed, click Settings.
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appviewX
Dashboard
CERT+

Pages

Studio
Request
Collection
Inventory

Account

Logging

Alert

Settings

.

3. On the Settings page, from the navigation pane on the left, click General.

4. Under General settings, click Proxy.
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The Settings :: Proxy page is displayed.
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5. Enter the following details:

*Proxy Settings Select the Proxy settings from the following options:
* Cloud Connector

* AppViewx
*Server name Name of the proxy server.
*Server IP IP address of the proxy server.
*Port Port number of proxy server.
Advanced To enable advanced settings, select this check box.
Data center From the drop-down menu, select a data center.

[ Note: This field is displayed only when the Advanced check box is selected.

URL From the drop-down menu, select the URL.

[ Note: This field is displayed only when the Advanced check box is selected.

Authentication To enable authentication, select this check box.

*Username Enter the username.
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Note: This field is displayed only when the Authentication check box is selected.

*Password

Enter the password.

[ Note: This field is displayed only when the Authentication check box is selected.

All * marked fields are mandatory.

6. To save the proxy settings configured above, click Add.
The settings are saved and displayed in the table shown in the left half of the screen.

[ server name Conditions ServerIP Port Datacenter Test connection

(J SDET_CERT.. URL 192.168.1... 31.. absecon Test i

7. To reconfigure the proxy settings, click Reset.

Setting the Cryptographic Policy

AppViewX enforces a SFTP-based cryptographic policy for protection of sensitive data. Ciphers are used
for performing any file operations within AppViewX's functionality and to communicate with devices added

in AppViewX.

To set the cryptographic policy:

1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

= jicon.

2. From the menu displayed, click Settings.
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appviewX
Dashboard
CERT+

Pages

Studio
Request
Collection
Inventory

Account

Logging

Alert

Settings

.

3. On the Settings page, from the navigation pane on the left, click General.

4. Under General settings, click Advanced.
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Certificate

Cloud Connector
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Advanced

License

Purging
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i

The Settings ::

Advanced Settings page is displayed.

Configuring General Settings

Advarcad

SFTP Cryptographic Policy
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5. In the SFTP Cryptographic Policy section, enter the following details:

Key Exchange Algorithms used to exchange keys for a successful handshake between
Algorithms the client and the server.

Cipher parameters Parameters to encrypt the connection between the client and the server.
HMAC parameters Parameters to ensure that the received message is intact and not

tampered during its delivery from the client to the server and vice versa.

Connection retry limit Number of attempts to retry establishing a connection between the

client and the server.

6. Click Save.

Enabling Dashboard View for the User

To prevent loss of control over organizational data in the event that a resource leaves the organization,

AppViewX lets the admin user have default access to all user dashboard, private as well as public.

To enable default admin access to all dashboards:

1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

icon.

2. From the menu displayed, click Settings.
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appviewX
Dashboard
CERT+

Pages

Studio
Request
Collection
Inventory

Account

Logging

Alert

Settings

.

3. On the Settings page, from the navigation pane on the left, click General.

4. Under General settings, click Dashboard.
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[

The Settings :: Dashboard page is displayed.

L=

Dashbosrd

Crazhiboard vievs for agmin e

EN =n
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5. Turn on the Dashboard view for admin toggle and click Save.

Managing the Login Configuration
* Restricting the Number of User Sessions
* Restricting the Number of Login Attempts

» Managing User Inactivity

Restricting the Number of User Sessions

The Restrict each user to a single session toggle is turned off be default. The number of user sessions
can be restricted by enabling this feature.

1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

1l

icon.

2. From the menu displayed, click Settings.
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appviewX
Dashboard
CERT+

Pages

Studio
Request
Collection
Inventory

Account

Logging

Alert

Settings

.

3. On the Settings page, from the navigation pane on the left, click General.

4. Under General settings, click Login configuration.
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The Settings :: Login configuration page is displayed.
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Login attempls

5. In the Session section, turn on the Restrict each user to a single session toggle.
6. Click Save.
7. In the Confirmation pop-up, click OK.

The Login setting is modified and will be applied from next login for internal users.

Restricting the Number of Login Attempts

The Restrict number of login attempts toggle is turned off be default. The number of login attempts can
be restricted by enabling this feature.

1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

icon.

2. From the menu displayed, click Settings.
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appviewX
Dashboard
CERT+

Pages

Studio
Request
Collection
Inventory

Account

Logging

Alert

Settings

.

3. On the Settings page, from the navigation pane on the left, click General.

4. Under General settings, click Login configuration.
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The Settings :: Login configuration page is displayed.
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- Login cenfiguration
Session
PTG LR 1D @ S @

Login attemprs

Legin configuration

Password policy

Minimum pasiword lengsh g i

5. In the Login attempts section, enter the following field information:

Login attempts

Restrict number of login
attempts

Allowed failed login 10
attempts

Restrict number of login | Turn on this toggle to restrict the number of login attempts by a user.
attempts
Allowed failed login Enter any number between 0 and 99 to set the number of login
attempts attempts permitted.
Note: By default, this value is set to 10. If the user enters
incorrect details more than 10 times, he/she will get locked out.
6. Click Save.
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Managing User Inactivity

AppViewX lets you restrict a user from logging in to the system if they have been inactive for a predefined
duration.

1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

icon.

2. From the menu displayed, click Settings.

= appviewX
Dashboard
CERT+
Pages
Studio
Request
Collection
Inventory
Account
Logging

Alert

Settings

.

3. On the Settings page, from the navigation pane on the left, click General.
4. Under General settings, click Login configuration.
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The Settings :: Login configuration page is displayed.
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o

Login confliguration

Session

Login attempls

5. In the User inactivity section, turn on the Restrict user inactivity period toggle.
6. To set the number of days for which a user can remain inactive, in the Allowed user inactivity days

text field, enter the required value (between 0 and 99).
7. To send the user an email when they are deactivated, select the Send deactivation email alert to

user check box.
An email alert is sent to the user for three consecutive days before deactivation.

8. Click Save.
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 Viewing Logs

» Setting the Record Count Preference for Logs
» Searching for Logs

« Forwading Logs

» Exporting Logs

» Purging Logs

Viewing Logs

AppViewX supports only role-based (and not user-based) access for logs, which means that if a user role
has permission to view logs, all users under that user role can view all AppViewX logs.

* Viewing All Logs

* Viewing Audit Logs

* Viewing Self-Audit Logs

* Viewing Workflow Logs

* Viewing Certificate Logs

* Viewing ADC Logs

* Viewing AppViewX Logs

* Viewing Firewall Logs

Viewing All Logs

To view all logs:

1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

— icon.

2. From the menu displayed, click Logging.
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appviewX

Dashboard

Request
Collection
Inventory

Account

Settings

The Logging :: All page is displayed (by default).
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Al Ausdit Sl Ausdit Workflow Certificate AL AppViewl Firewa

Device name Cisject details

For each activity, this page displays the following details:

Time Date and time at which the activity was carried out

User Username of the user who performed the activity

Device name Name of the device, if the log is of a device-related activity

Object details Name of the object, if the log is of a object-related activity

Log category Category under which this log record will be filed

Severity Severity of the activity logged (Notification, Debug, Warn, Error, Fatal, Critical)
Log Message Description of the activity logged

Viewing Audit Logs

To view Audit logs,

1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

icon.

2. From the menu displayed, click Logging.
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Dashboard

Request
Collection
Inventory

Account

Settings

The Logging :: All page is displayed (by default).
3. On the Logging page, click the Audit tab.
The Logging :: Audit page is displayed.
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i Sellhucs Werkflom

. Time User

Certificate  ADC  AppWiewX  Firewall

Dieviie name Dbject details Soires 1P AppiiewXn.. Methodofl. Comments

The page displays the following details for the Audit logs:

Time

Date and time at which the activity was carried out

User

Username of the user who performed the activity.

Device name

Name of the device, if the log is of a device-related activity

Object details

Name of the object, if the log is of a object-related activity

Source IP

IP address of the system that was the source of the activity.

AppViewX node

IP address of the installed AppViewX node.

Method of login

The method used for logging in to the AppViewX node, from one of the following:
- Ul

» AppViewX (used for cronjob-related activities)

Comments

Comments related to the activity logged.

Log Message

Description of the activity logged

Viewing Self-Audit Logs

To view Self Audit logs:
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icon.

2. From the menu displayed, click Logging.

appviewX
Dashboard

CERT+

Request

Collection

Inventory

A Account

Settings

The Logging :: All page is displayed (by default).
3. On the Logging page, click the Self Audit tab.
The Logging :: Self Audit page is displayed.
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Comments Log message

The page displays the following details for the Self Audit logs:

Time Date and time at which the activity was carried out
User Username of the user who performed the activity.
Device name Name of the device, if the log is of a device-related activity
Object details Name of the object, if the log is of a object-related activity
Source IP IP address of the system that was the source of the activity.
AppViewX node IP address of the installed AppViewX node.
Method of login The method used for logging in to the AppViewX node, from one of the following:
« Ul
» AppViewX (used for cronjob-related activities)
Comments Comments related to the activity logged.
Log Message Description of the activity logged

Viewing Workflow Logs

To view the workflow logs:
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icon.

2. From the menu displayed, click Logging.

appviewX
Dashboard

CERT+

Request

Collection

Inventory

A Account

Settings

The Logging :: All page is displayed (by default).
3. On the Logging page, click the Workflow tab.
The Logging :: Workflow page is displayed.
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The page displays the following details for the Workflow logs:

Time Date and time at which the activity was carried out.

Request ID

Workflow Request ID

User

Username of the user who performed the activity.

Work order stage

The stage at which an action is performed on the workflow.

Alert severity

Severity of the workflow.

Log Message

Description of the activity logged.

Viewing Certificate Logs

To view Certificate logs:

1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

= icon.

2. From the menu displayed, click Logging.

Copyright © 2021 [AppViewX, Inc]. All Rights Reserved. 283



appviewX
Dashboard

CERT+

Pages

oL Studio

Request

Collection

Inventory

Account

Settings

The Logging :: All page is displayed (by default).
3. On the Logging page, click the Certificate tab.
The Logging :: Certificate page is displayed.
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The page displays the following details for the Certificate logs:

Time Date and time at which the activity was carried out

User Username of the user who performed the activity.

Device name Name of the device, if the log is of a device-related activity.

Object details Name of the object, if the log is of a object-related activity.

Purpose/Usage Certificate type (server, client, device, code signing) associated with the logged activity.
severity Severity of the activity logged (Notification, Debug, Warn, Error, Fatal, Critical).

Log Message Description of the activity logged.

Viewing ADC Logs

To view the ADC logs:

1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

icon.

2. From the menu displayed, click Logging.
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Dashboard

Request
Collection
Inventory

Account

Settings

The Logging :: All page is displayed (by default).
3. On the Logging page, click the ADC tab.
The Logging :: ADC page is displayed.
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The page displays the following details for the ADC logs:

Time Date and time at which the activity was carried out

User Username of the user who performed the activity

Device name Name of the device, if the log is of a device-related activity
Object details Name of the object, if the log is of a object-related activity

Alert severity Severity of the activity logged (Notification, Debug, Warn, Error, Fatal, Critical)

Log Message Description of the activity logged

Viewing AppViewX Logs

To view the AppViewX logs:

1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

— icon.

2. From the menu displayed, click Logging.
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Dashboard
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The Logging :: All page is displayed (by default).
3. On the Logging page, click the AppViewX tab.
The Logging :: AppViewX page is displayed.
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The page displays the following details for the AppViewX logs:

Time Date and time at which the activity was carried out

Device name Name of the device, if the log is of a device-related activity

Object details Name of the object, if the log is of a object-related activity

Severity Severity of the activity logged (Notification, Debug, Warn, Error, Fatal, Critical)
Log Message Description of the activity logged

Viewing Firewall Logs

To view the workflow logs:

1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

icon.

2. From the menu displayed, click Logging.

Copyright © 2021 [AppViewX, Inc]. All Rights Reserved. 289



Managing Logs
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The Logging :: All page is displayed (by default).
3. On the Logging page, click the Firewall tab.
The Logging :: Firewall page is displayed. The page displays the following details for the Firewall

logs:

Time Date and time at which the activity was carried out.

User Username of the user who performed the activity.

Device name Name of the device, if the log is of a device-related activity
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Object details Name of the object, if the log is of a object-related activity

Log Message Description of the activity logged.

Setting the Record Count Preference for Logs

For easier viewing of records, AppViewX lets you set the record count preference, which is the number of
log records that will be displayed on one page.

[ Note: By default, 100 records are shown on one page (which is why the control reads 1 to 100). j

To set the record count preference:

1 to 25 of 7,391

1. On the Logging :: All page, from the top-right corner of the screen, click

2. From the Show menu displayed, select your record count preference (for example, 25 records).

¥0r | 1to 25 of 7,391

Show :

50 Regords

75 Records

100 Records

3. The Logging page is updated according to the record count preference selected. A message, Record
count preference saved successfully, is displayed. The Ul control is also updated to display the
current selection, as shown in the following image:

1to 50 of 7.411

Searching for Logs

AppViewX lets you search for logs in two ways:
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» Based on a timestamp

» Based on the values recorded for each log
* Based on a Timestamp

» Based on the Values Recorded for each Log

Based on a Timestamp

To search for logs based on a timestamp:

1. From the Search field on the Logging page, click
2. Widgets to select the date and time are displayed.

From: To:
o o o o
Su Mo Tu We Th Fr Sa Su Mo Tu We Th Fr Sa
1 2 3 4 ] 6 1 2 3 4 5 ]
7 8 gl 10)[ 11| 12| 13 7 ] gl 10| 11| 12| 13
14| 15( 16| 17| 18| 19| 20 14| 15( 16| 17| 18| 19| 20
21| 22| 23| 24| 25| 26| 27 21| 22| 23| 24| 25| 26| 27
28| 29( 30( 31 28| 29( 30( 31
Time 12:00:00 AM Time 12:00:00 AM
Hour Hour
Minute Minute
Second Second
o

3. To select a date range, in the From and To fields, select the required dates.
4. To set a time, use the Hour, Minute, and Second slider controls.

5. Click OK.
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The page is updated to display log records from the selected timestamp.

Note: To view records from a specific date to the current date, select only the From date.
When the To field is left blank, by default, it is set to the current date.

Based on the Values Recorded for each Log

To search for logs based on a value for one of the categories, for example, to search for ADC logs with

the severity Notification:

1. Navigate to the Logging :: ADC page.

2. From the drop-down menu in the Search field, select a category, for example, Alert Severity, for
searching the required logs.

3. In the Search field, enter a search value. for example, Notification.
The page is updated to display logs that fulfill the search criteria.

All Audit Self Audit Certificate ADT AppViewx Syslog S5H
o]
g User Object details Alert severity Lag message
* adriin & Motification Backup génerath
v adrnin & Motification
* »drin & Motification
» adrmin & potification Backup generation st
* adrmin & potification Backup group “Newbackug™ creat
3 adrin & Motification Backup generation action is triggered on the d
w admin & Notification Cenfig fetch act
¥ adrin & Notification Dévice Upgra
v adrmin & Motification Cenfig fetch 2
v admin & Motification Auto detection
k adrnin & Motification
» admin & Motification s added by the user admin
* adrnin & Motification on the device g5-fSpeSS.apwl...
v admin & Motification Durvice Upgra
» admin & Notification Cenfig fetch action triggened o Vi .
3 adrnin & Motification Config fetch action triggened on the devic 1 :
* admin & Motification Config fetch action triggened on t i 1 @
* admin & potification Device 152.168.150.81 Is added by the wser admin{Trd 4

Forwading Logs

Before logs are purged, AppViewX enables forwarding logs to external servers, like SIEM, that allows for
a detailed analysis and, therefore, better identification of problem areas. This gives an advantage when

configuring alerts; new alerts can be created to target and resolve the problem areas identified.
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» Configuring Server Inventory Settings

» Configuring Forwarding Settings

Configuring Server Inventory Settings

Server inventory settings are used to configure settings for forwarding logs to a specific external server.

To configure server inventory settings:

1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

icon.

2. From the menu displayed, click Settings.

= appviewX
Dashboard
CERT+
Pages
Studio
Request
Collection
Inventory

Account

Logging

Alert

Settings

.

3. On the Settings page, from the navigation pane on the left, click General and select Log Forwarding.
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o

The Settings :: Log Forwarding page is displayed, with the Server inventory tab open by default.

QD Entries
Server inventary Ferwarding settings
L Server name
* Lag serer [ recaher
Frotocal & upe TCR
= Port 313
* Logtype Boseverity  auan | | Nesicator R
Server name Log server { receiver Port Protecol Log type Status

ha records found

4. In the Server inventory tab, enter the following details (sample values are shown in the image below

the table):

*Server name

Name of the external server to which the logs will be forwarded

*Log server/receiver

The IP address of the external server to which the logs will be forwarded

*Protocol

Select a protocol from the following options:
» UDP (default)
«TCP
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*Log type & severity

You can choose to forward logs of a specific type and a specific severity

to an external server.
To add a log type and severity entry:

a. From the first drop-down menu, select a log type from the following:
* Audit (default)
* Certificate
-« ADC
» AppViewX
b. From the second drop-down menu, select the severity of the log type
from the following:
* Notification (default)
» Debug
* Warn
* Error
* Fatal
* Critical

Note: You can select more than one severity value for a log
type.

To add multiple log types and severity entries:

a. From the Log type & severity field, click + .

b. From the first drop-down menu, select a log type.

c¢. From the second drop-down menu, select a severity for the log type.
d. To add another log type and severity entry, repeat steps a to c.

To delete a log type and severity entry, from the Log type & severity

field, click ]"—" .

Note: It is mandatory to have at least one log type and severity
entry.

All * marked fields are mandatory.
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5. To save the server inventory settings, click Save.
The settings configured in the fields above are displayed in the table shown at the end of the page.

» Enabling Server Inventory Settings
» Disabling Server Inventory Settings

» Deleting Server Inventory Settings

Enabling Server Inventory Settings

To enable a server inventory setting:

1. From the table at the bottom of the Server inventory page, select the server inventory setting you

want to enable.

Server name Log server / receiver Port Protocol Leg type Status
uDp 192.168.145.156 5434 upp AuditCertificateADCApp...  © Enabled

2. From the top right corner of the screen, click .

Note: You can enable multiple server inventory settings by selecting the check box against all

the settings you want to enable.

Disabling Server Inventory Settings

To disable a server inventory setting:

1. From the table at the bottom of the Server inventory page, select the server inventory setting you

want to disable.

Server name Log server |/ receiver Port Protocol Log type status
UDP 1892.168.145.156 5454 upe AuditCertificateADCApp... S Enabled

2. From the top right corner of the screen, click ® .

Note: You can disable multiple server inventory settings by selecting the check box against all

the settings you want to disable.
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Deleting Server Inventory Settings

To delete a server inventory setting:

1. From the table at the bottom of the Server inventory page, select the server inventory setting you

want to delete.

Log type Status
AuditCertificateADCApp... & Enabled

Server name

UDP

Log server / receiver Port Protocol
192.168.145.136 3434 upe

-
2. From the top right corner of the screen, click &

Note: You can delete multiple server inventory settings by selecting the check box against all

the settings you want to delete.

Configuring Forwarding Settings

To configure the forwarding settings follow the below steps:

1. On the Settings :: Log Forwarding page, under the Forwarding settings tab, enter the following

— Server inventory Farwarding settings
Log format w
Enable retry
* Retry interval v haur w PRIRLLES
Log forwarding
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Log format To select the format in which logs should be forwarded to the external server, from the drop-d
following options:

* Syslog

- CEF

[ Note: CEF is the most recent industry standard for forwarding logs.

Enable retry If an attempt to forward logs fails because of server unavailability, AppViewX lets you set a ret

which logs will be forwarded again.

To enable this retry, turn on the Enable retry toggle.

*Retry interval To set a retry interval, from the hour and minutes drop-down menus, select the required valu

[ Note: This field is displayed when the Enable retry toggle is turned on.

All * marked fields are mandatory.

2. To set a retry interval, from the hour and minutes drop-down menus, select the required values.

Exporting Logs
AppViewX lets you export logs as Excel sheets.

To export logs:

1. Go to the Logging page for the log type you want to export.
2. From the top right corner of the Logging page, click
3. Navigate to the location to save the log file and click Save.

All logs of the selected log type are downloaded and saved.

Purging Logs

With a large number of log entries being recorded each day, a system can soon become vulnerable to
threats like a compromise of confidential information, a surplus of outdated information, and so on. For

security reasons, regular purging of old data comes as a highly recommended practice.
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To enable purging of log records:

1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the
icon.

2. From the menu displayed, click Settings.

appviewX

Dashboard
CERT+
Pages
Studio
Request
Collection
Inventory

Account

Logging

Alert

Settings

9

3. On the Settings page, from the navigation pane on the left, click General.
4. Under General settings, click Purging.
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Device

The Settings :: Purging screen is displayed.
5. To configure the log purging settings, on the Settings :: Purging page, click the Logging tab.
6. Under the Logging tab, enter the following details:

~  Blart  Logging
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*Logging Purge Duration
(in Days)

Enter the number of days, the interval, after which logs will be purged.

*Maximum Logging
count

Enter the maximum number of the most recent logs that have to be
retained. For example, if you set this value to 10,000, all logs after the
first 10,000 logs will be purged.

All * marked fields are mandatory.

- ™
Note: Excess logs will be purged even if the maximum logging count is exceeded before the
next purging cycle is scheduled.
- J
7. Click Save.
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Chapter 9: Managing Alerts

* Viewing Existing Alerts

» Setting the Record Count Preference for Viewing Alerts
» Configuring Alerts

 Editing Alerts

 Deleting Alerts

» Searching for Alerts

» Purging Alerts

Viewing Existing Alerts

AppViewX lets you view all alerts in one place as well as groups them under the above mentioned
categories for a segregated viewing.

* Viewing All Alerts

* Viewing Certificate Alerts

* Viewing SSH Alerts

* Viewing ADC Alerts

* Viewing AppViewX Alerts

* Viewing Syslog Alerts

Viewing All Alerts

To view all existing alerts:

1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

icon.

2. From the menu displayed, click Alert.
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appviewX
Dashboard
CERT+

Pages

Studio

Request
Collection
Inventory

Account

Logging

Alert

¥

| Settings

The Alert :: All page is displayed (by default).
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For each alert, this page displays the following details:

Time stamp Date and time at which the event, which triggered the alert, occurred.
ID Alert ID

Event type Type of the event that triggered the alert.

Severity Alert severity

AppViewX identifies the following severity levels (as described above):

* Critical
* Fatal
» Major
* Minor
Category Alert category.
Devices Name of the device, if the alert is to notify of a device-related activity.
Applications Application that triggered the alert.
Purpose/Usage Purpose of the alert.
Alert detail Description of the alert.

Copyright © 2021 [AppViewX, Inc]. All Rights Reserved. 305



Viewing Certificate Alerts

To view the Certificate alerts:

Managing Alerts

1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

icon.

2. From the menu displayed, click Alert.

= appviewX
Dashboard
CERT+
Pages
Studio
Request

Collection

Inventory

Account

Logging

Alert

¥

| Settings

The Alert :: All page is displayed (by default).
3. On the Alert :: All page, click the Certificate tab.
The Alert :: Certificate page is displayed.
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For the Certificate alerts, the page displays the following details:

Timestamp Date and time at which the event, which triggered the alert, occurred.
ID Alert ID

Event type Type of the event that triggered the alert.

Severity Alert severity.

AppViewX identifies the following severity levels (as described above):

* Critical
« Fatal
» Major
* Minor
Category Alert category.
Devices Name of the device, if the alert is to notify of a device-related activity.
Applications Application that triggered the alert.
Purpose/Usage Purpose of the alert.
Alert detail Description of the alert.
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To view the SSH alerts:

Managing Alerts

1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

icon.

2. From the menu displayed, click Alert.

= appviewX
Dashboard
CERT+
Pages
Studio
Request

Collection

Inventory

Account

Logging

Alert

¥

| Settings

The Alert :: All page is displayed (by default).
3. On the Alert :: All page, click the SSH tab.
The Alert :: SSH page is displayed.
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For the SSH alerts, the page displays the following details:

Timestamp Date and time at which the event, which triggered the alert, occurred.
ID Alert ID

Event type Type of the event that triggered the alert.

Severity Alert severity.

AppViewX identifies the following severity levels (as described above):

* Critical
* Fatal
» Major
» Minor
Category Alert category.
Devices Name of the device, if the alert is to notify of a device-related activity.
Applications Application that triggered the alert.
Purpose/Usage Purpose of the alert.
Alert detail Description of the alert.
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To view the ADC alerts:

Managing Alerts

1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

icon.

2. From the menu displayed, click Alert.

= appviewX
Dashboard
CERT+
Pages
Studio
Request

Collection

Inventory

Account

Logging

Alert

¥

| Settings

The Alert :: All page is displayed (by default).
3. On the Alert :: All page, click the ADC tab.
The Alert :: ADC page is displayed.
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For the ADC alerts, the page displays the following details:

Timestamp Date and time at which the event, which triggered the alert, occurred.
ID Alert ID

Event type Type of the event that triggered the alert.

Severity Alert severity.

AppViewX identifies the following severity levels (as described above):

* Critical
* Fatal
» Major
» Minor
Category Alert category.
Devices Name of the device, if the alert is to notify of a device-related activity.
Applications Application that triggered the alert.
Purpose/Usage Purpose of the alert.
Alert detail Description of the alert.
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To view the AppViewX alerts:

Managing Alerts

1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

icon.

2. From the menu displayed, click Alert.

= appviewX
Dashboard
CERT+
Pages
Studio
Request

Collection

Inventory

Account

Logging

Alert

¥

| Settings

The Alert :: All page is displayed (by default).
3. On the Alert :: All page, click the AppViewX tab.
The Alert :: AppViewX page is displayed.
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For the AppViewX alerts, the page displays the following details:

Timestamp Date and time at which the event, which triggered the alert, occurred.
ID Alert ID

Event type Type of the event that triggered the alert.

Severity Alert severity.

AppViewX identifies the following severity levels (as described above):

* Critical
* Fatal
» Major
» Minor
Category Alert category.
Devices Name of the device, if the alert is to notify of a device-related activity.
Applications Application that triggered the alert.
Purpose/Usage Purpose of the alert.
Alert detail Description of the alert.

Copyright © 2021 [AppViewX, Inc]. All Rights Reserved. 313
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To view the Syslog alerts:

Managing Alerts

1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

icon.

2. From the menu displayed, click Alert.

= appviewX
Dashboard
CERT+
Pages
Studio
Request

Collection

Inventory

Account

Logging

Alert

¥

| Settings

The Alert :: All page is displayed (by default).
3. On the Alert :: All page, click the Syslog tab.
The Alert :: Syslog page is displayed.
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For the Syslog alerts, the page displays the following details:

Timestamp Date and time at which the event, which triggered the alert, occurred.
ID Alert ID

Event type Type of the event that triggered the alert.

Severity Alert severity.

AppViewX identifies the following severity levels (as described above):

* Critical
* Fatal
» Major
» Minor
Category Alert category.
Devices Name of the device, if the alert is to notify of a device-related activity.
Applications Application that triggered the alert.
Purpose/Usage Purpose of the alert.
Alert detail Description of the alert.
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Setting the Record Count Preference for Viewing Alerts

For easier viewing of records, AppViewX lets you set the record count preference, which is the number of
alert records that will be displayed on one page.

To set the record count preference:

1 to 25 of 7,391

1. On the Alert :: All page, from the top-right corner of the screen, click

Note: By default, 25 alert records are displayed on one page (which is why the control reads 1
to 25).

2. From the Show menu displayed, select your record count preference (for example, 50 records).

f0r | 1to 25 of 7.391

Show :

50 Reqords

75 Records

100 Records

3. The Alert page is updated according to the record count preference selected. A message, Record
count preference saved successfully, is displayed. The Ul control is also updated to display the
current selection, as shown in the following image:

1to 50 of 7.411

Configuring Alerts

AppViewX lets you configure alerts to define when the event type that will trigger an alert, the severity
of the alert, the message to describe the alert, settings for sending alert notifications, and so on. The
subsequent sections outline the instructions for configuring the following types of alerts:

« Certificate
* Syslog
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« SSH

* AppViewX

« ADC

» Configuring Certificate Alerts
* Configuring Syslog Alerts

» Configuring SSH Alerts
 Configuring AppViewX Alerts
» Configuring ADC Alerts

Configuring Certificate Alerts

Certificate alerts are generated to notify users of certificate events that require the user to take a remedial
action. Certificate alerts are sent when:

« Certificates need to be validated
« Certificates are set to expire

« Certificates cannot be synchronized
To configure certificate alerts:

1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

icon.

2. From the menu displayed, click Alert.
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appviewX
Dashboard
CERT+

Pages

Studio

Request
Collection
Inventory

Account

Logging

Alert

¥

| Settings

The Alert :: All page is displayed (by default).
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4. The Settings :: Certificate page is displayed, with the Certificate tab open by default.

3. From the top-right corner of the screen, click

0 Entries
Certificate Applisemi ADRT
* Al Parrer ® * KT e
* Bwent type - * hlart peverity Sellect severmy -
* endor e Device naree
# Cortrhcate casegory = Application name

Emad configuratice

* Bmail address

e covmima seperated for multiple entries)

Saibijet

MW contiguration

* Destinagion I

* Vipion Gelet yegige -
* Pon
* Community string

5. To configure certificate alerts, enter the following details:

*Alert name Enter the name you want to give this alert.

*Alert message Enter the message that will be displayed with the alert, to describe the alert.
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Note: This field is not displayed when configuring the certificate expiry

alert.
- J
- ™
Note: The alert message cannot be longer than 64 words.
N J

*Event type

From the drop-down menu, select the event type that will trigger this alert from
the following options:

« Certificate validation alert (default)

« Certificate expiry alert

« Certificate sync alert

*Alert severity

From the drop-down menu, select a severity for the alert from the following
options:

« Critical

* Major

+ Notification

Vendor

From the drop-down menu, select the vendor name for whose device/

application you are creating the alert.

Note: This field is not displayed when configuring the certificate expiry
alert.

Device name

Enter the name of the device associated with the certificate you are creating
the alert for.

Note: This field is not displayed when configuring the certificate expiry
alert.

*Certificate
category

From the drop-down menu, select a certificate category from the following
options:

 Server

* Client

* Device

» Code Signing
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*Expires in (days) |Enter the number of days till the certificate expires.

Note: This field is displayed only when configuring certificate expiry

alerts.
Email To send the certificate alert as an email, select this check box.
configuration
*Email address To send the certificate alert as an email, enter the email address to which this

specific certificate alert will be sent.

[ Note: Separate multiple email addresses with a comma. ]
Subject To send the certificate alert as an email, enter a subject line.
SNMP To use the Simple Network Management Protocol for sending the alert, select
configuration this check box.
*Destination IP Enter the destination IP address for the alert.
*Version From the drop-down menu, from the following options, select the SNMP

version to be used:
V1
V2

*Port Enter the port number to be used for the alert.

*Community string | Enter the community string for the alert.

The community string is similar to a user ID or password that allows users

access to the requested information on the device.

All * marked fields are mandatory.

6. To save the certificate alerts configuration details, click Add.
The saved details are displayed in the table shown at the bottom of the screen.

Configuring Syslog Alerts

AppViewX subscribes to all device-level alerts, where it acts as a syslog listener. Logs of any device
added in AppViewX can be viewed as syslogs. However, devices tend to generate a huge amount of
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data. To resolve this, a Syslog Alert is a convenient way to notify about specific syslog information that is
of importance to you.

To configure syslog alerts:

1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

icon.

2. From the menu displayed, click Alert.

= appviewX
Dashboard
CERT+
Pages
Studio
Request
Collection
Inventory

Account

¥

| Settings

The Alert :: All page is displayed (by default).
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3. From the top-right corner of the screen, click the icon.
The Settings :: Certificate page is displayed.
4. To configure Syslog alerts, click Syslog.

The Settings :: Syslog page is displayed.
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5. Enter the following details:

*Alert name Enter the name you want to give this alert.

Alert description Enter a description for the alert.
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All * marked fields are mandatory.

6. In the Trigger section, enter the following details:

Table 1.

*Alert severity

From the drop-down, from the options given below, select a severity for the
alert:

* Critical

* Fatal

* Major

» Minor

* Notification

Filter For syslog alerts, the filter is set to ADC, because syslog alerts are parsed only
through ADC devices.

Vendor ADC module vendor (A10, Citrix, or F5)

Object type Object type for ADC (FQDN, Service IP, VirtualService, ServiceGroup,
Server, VirtualServer, or Device)

Available Depending on the Object type and Vendor selected, a list of all available ADC

objects or devices is displayed here.

Add search string

Instead of adding devices manually, AppViewX lets you automatically assign all
existing devices or objects that match your criteria.

To do this:

a. In the Available section, in the Search field, enter the search criteria.
b. Click Add search string.

Note: The benefit of using a search string rather than selecting devices
manually is that the search string continues to work in the background
and auto-assigns all new devices that match the search criteria.

Assigned To add an object to the Assigned column, click the check box corresponding to
that object.
Regex Enter single/multiple regex patterns/strings.
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Note: When entering multiple regex patterns/strings, separate the
regex strings using commas. The comma works as the BOOLEAN
AND operator.

All * marked fields are mandatory.

7. In the Action section, enter the following details:

Execute To select the workflow to trigger:
workflow a. Select the Execute workflow check box.

b. From the drop-down menu, select the workflow to trigger.

Metadata AppViewX lets you define a metadata condition based on which the workflow will
be triggered. To define a metadata key-value pair for this condition:

a. In the Enter key field, enter the key.

b. In the Enter value field, enter the key value.

To add another key-value pair:

a. Click
b. In the Enter key field, enter the key.
c. In the Enter value field, enter the key value.

To delete a key-value pair: For the key-value pair you want to delete, click

8. To send the Syslog alert as an email, execute the steps for configuring SMTP for email alerting.
9. Enter the following details:

Email To send the syslog alert as an email, select this check box.
configuration

Email To send the syslog alert as an email, enter the email address to which this
configuration specific syslog alert will be sent.
[ Note: Separate multiple email addresses with a comma. ]
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Email To send the syslog alert as an email, enter a subject line.
configuration

All * marked fields are mandatory.

10. To use the Simple Network Management Protocol (SNMP) to send the alert, enter the following details:

SNMP configuration |[To use the Simple Network Management Protocol for sending the alert, select this check box.

*Destination IP Enter the destination IP address for the alert.

*Version From the drop-down menu, from the following options, select the SNMP version to be used:
- V1
V2

*Port Enter the port number to be used for the alert.

*Community string Enter the community string for the alert.

The community string is similar to a user ID or password that allows users access to the reque
device.

All * marked fields are mandatory.

11. To save the Syslog alerts configuration details, click Add.

The saved details are displayed in the table shown at the bottom of the screen.

Configuring SSH Alerts

To configure syslog alerts:

1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

— icon.

2. From the menu displayed, click Alert.
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appviewX
Dashboard
CERT+

Pages

Studio

Request
Collection
Inventory

Account

Logging

Alert

¥

| Settings

The Alert :: All page is displayed (by default).
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3. From the top-right corner of the screen, click
The Settings :: Certificate page is displayed.
4. To configure SSH alerts, click SSH.
The Settings :: SSH page is displayed.
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5. Enter the following details:

*Alert name Enter the name you want to give this alert.

*Alert severity From the drop-down menu, select a severity for the alert from one of the following op
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* Critical

* Fatal

» Major

» Minor

* Notification

*Event type

From the drop-down menu, select the event type that will trigger the alert:
» SSH key expiry alert

« Compliance alert

» SSH key push failure alert

» SSH discovery failure alert

* SSH key deletion alert

» SSH host modify/delete alert

*Expires in (days)

[ Note: This field is applicable only for the SSHkey expiry alert.

From the drop-down menu, select the number of days until the SSH key expires. The
when this value is reached.

*SSH keygroup

[ Note: This field is applicable only for the Compliance alerts, SSHkey push f

From the drop-down menu, select the key group to be used as the basis for the alert.

*Key alert criterion

[ Note: This field is applicable only for the SSH key push failure alert and the

Select the keys you want to include in the alert, from the following options:

* Logged in user keys
* All user keys

*SSH host group

[ Note: This field is applicable only for the SSH host modify/delete alert only.

Enter the host group you want to use as the basis for the alert.

Email configuration

To send the syslog alert as an email, select this check box.

Email address

To send the syslog alert as an email, enter the email address to which this specific s\
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Note: Separate multiple email addresses with a comma.

Subject

To send the syslog alert as an email, enter a subject line.

SNMP configuration

To use the Simple Network Management Protocol for sending the alert, select this ct

*Destination IP

Enter the destination IP address for the alert.

*VVersion From the drop-down menu, from the following options, select the SNMP version to be
V1
V2

*Port Enter the port number to be used for the alert.

*Community string

Enter the community string for the alert. The community string is similar to a user ID
requested information on the device.

All * marked fields are mandatory.

6. To save the SSH alerts configuration details, click Add.

The saved details are displayed in

the table shown at the bottom of the screen.

Configuring AppViewX Alerts

To configure AppViewX alerts:

1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

icon.

2. From the menu displayed, click Alert.
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appviewX
Dashboard
CERT+

Pages

Studio

Request
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Account

Logging

Alert

¥

| Settings

The Alert :: All page is displayed (by default).
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3. From the top-right corner of the screen, click
The Settings :: Certificate page is displayed.

4. To configure AppViewX alerts, click the AppViewX tab.
The Settings :: AppViewX page is displayed.
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5. Enter the following details:

*Alert name Enter the name you want to give this alert.

*Alert severity From the drop-down menu, select a severity for the alert from the following options:
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* Critical

* Fatal

» Major

* Minor

* Notification

*Event type

From the drop-down menu, from the following options, select the event type that will trigg
« Infrastructure
« Application Discovery

Email configuration

To send the certificate alert as an email, select this check box.

[ Note: For AppViewX alerts, this feature is enabled by default.

*Email address

To send the certificate alert as an email, enter the email address to which this specific ce

[ Note: Separate multiple email addresses with a comma.

Subject

To send the certificate alert as an email, enter a subject line.

All * marked fields are mandatory.

6. To save the alert to the AppViewX system, click Add.

The saved details are displayed in the table shown at the bottom of the screen.

Configuring ADC Alerts

To configure ADC alerts:

1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

icon.

2. From the menu displayed, click Alert.
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| Settings

The Alert :: All page is displayed (by default).
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3. From the top-right corner of the screen, click
The Settings :: Certificate page is displayed.
4. To configure ADC alerts, click ADC.
The Settings :: ADC page is displayed.

PrEp. " T
Certifsiale Lyvag 3] Rppiew® D
" A name v ¥ Apm rasnage

Teiggar

" hg eamspaey i ki - " g s By — -

= pmdr " - * Cemct e s -
P B " -
srmvrs. wacked T v e oormdanma 162, V8.8, TR . et peddeds ol
L o U RE R TR T LY 1
s e LTRTREETE
syng-wp! anmime 5118311 EVE .
am we D Do T 187, 160,11, TR -

5. Enter the following details:

*Alert name Enter the name you want to give this alert.

*Alert message Enter the message that will be displayed with this alert.
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All * marked fields are mandatory.

6. In the Trigger section, enter the following details:

I -

*Alert category

From the drop-down menu, select one of the following alert categories:
* Threshold alert

« Application alert

« Device alert

*Alert severity

From the drop-down, from the options given below, select a severity for the alert:
* Critical

* Fatal

» Major

 Minor

« Notification

Vendor

From the drop-down menu, select the vendor whose device or devices you want to s

Object type

From the drop-down menu, select the vendor object that you want to set an alert for.

[ Note: The contents of this field will vary depending on the vendor selected.

Detail contains

[ Note: This field is applicable only for the Device Alert category.

Available

Depending on the Object type and Vendor selected, a list of all available ADC objec

here.

To add an object/device to the alert, click “ for that object/device.

Add search string

Instead of adding devices manually, AppViewX lets you automatically assign all exist
match your criteria.

To do this:

a. In the Available section, in the Search field, enter the search criteria.
b. Click Add search string.
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Note: The benefit of using a search string rather than selecting devices manu

continues to work in the background and auto-assigns all new devices that me

Assigned To add an object to the Assigned column, click the check box corresponding to that c

7. In the Alert condition section, enter the following details:

Table 2.

*Alert interval From the drop-down menu, from the following options, select how often you
want the system to check for breaches of the threshold levels that you are
about to define:

+ 10 seconds

» 20 seconds

» 30 seconds

* 40 seconds

* 50 seconds

» 60 seconds

*Cool off period From the drop-down menu, from the following options, select how much
time the system should wait before sending another alert about a continuing
threshold breach:

+ 10 minutes

+ 20 minutes

+ 30 minutes

All * marked fields are mandatory.

-
Note: This section is applicable only for the Threshold Alert category.
N J

8. In the Statistics section, define the conditions that will generate an alert by selecting values in the
Statistics, Operator, and Value fields.

» To add more than one Statistics conditions, click +.

 To delete a condition, click
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9. In the Action section, to send the syslog alert as an email, execute the steps for configuring SMTP for
email alerting.

10. Enter the following details:

Email configuration | To send the syslog alert as an email, select this check box.

*Email address To send the syslog alert as an email, enter the email address to which this
specific syslog alert will be sent.

[ Note: Separate multiple email addresses with a comma. ]

Subject To send the syslog alert as an email, enter a subject line.

All * marked fields are mandatory.

11. To use the Simple Network Management Protocol (SNMP) to send the alert, enter the following details:

SNMP configuration To use the Simple Network Management Protocol for sending the alert,
select this check box.

*Destination IP Enter the destination IP address for the alert.

*Version From the drop-down menu, from the following options, select the SNMP
version to be used:

- V1
V2
*Port Enter the port number to be used for the alert.
*Community string Enter the community string for the alert. The community string is similar

to a user ID or password that allows users access to the requested

information on the device.

All * marked fields are mandatory.

12. To save the ADC alert configure above, click Add.
The saved details are displayed in the table shown at the bottom of the screen.
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Editing Alerts

To edit an alert:

1. Navigate to the Settings page for the alert you want to edit (certificate, syslog, SSH, AppViewX, or
ADC).

2. Scroll to the bottom of the page for the table that records all the alerts that have been configured for
that category.

3. From the table, to select the alert you want to edit, select the check box corresponding to that alert.

4. From the top-right corner of the screen, click 74 .
5. The fields are populated with the details of the alert.
6. Update the required fields and click Update.

Deleting Alerts

To delete an alert:

1. Navigate to the Settings page for the alert you want to delete (certificate, syslog, SSH, AppViewX, or
ADC).

2. Scroll to the bottom of the page for the table that records all the alerts that have been configured for
that category.

3. From the table, to select the alert you want to delete, select the check box corresponding to that alert.

4. From the top-right corner of the screen, click | .

5. In the Confirmation dialog box, click Yes.

Searching for Alerts

AppViewX lets you search for alerts in two ways:

 Based on a timestamp

» Based on the values recorded for each alert

» Based on a Timestamp

» Based on the Values Recorded for each Alert
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Based on a Timestamp

To search for alerts based on a timestamp:

1. From the Search field on the Alert page, click

Widgets to select the date and time are displayed.

O
From: Ta
.n u.| |.n n.
Su Mo Tu We Th Fr 5a Su Mo Tu We Th Fr Sa

1 2 3 4 5 6 1 2 3 4 5 )
7 8 9l 10)[ 11| 12| 13 7 ] 9l 10| 11| 12| 13
14| 15| 16( 17| 18| 19| 20 14| 15| 16( 17| 18| 19| 20
21| 22| 23| 24| 25| 26| 27 21)| 22| 23| 24| 25| 26| 27
28| 29( 30| 31 28| 29( 30| 31
Time 12:00:00 AM Time 12:00:00 AM
Hour Hour
Minute Minute
Second Second
o

2. To select a date range, in the From and To fields, select the required dates.
3. To set a time, use the Hour, Minute, and Second slider controls.
4. Click OK.

5. The page is updated to display alerts from the selected timestamp.

Note: To view alerts from a specific date to the current date, select only the From date. When
the To field is left blank, by default, it is set to the current date.
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Based on the Values Recorded for each Alert

1. From the drop-down menu in the Search field, select the category for searching alerts. For example, to
search for alerts with a specific alert ID, from the drop-down menu, select Alert ID.
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2. In the Search field , enter the search value. For our example, in the Search field, enter the required
alert ID.

The page is updated to display alerts that fulfil the search criteria.

Purging Alerts

With a large number of alerts being recorded each day, a system can soon become vulnerable to threats

like compromise of confidential information, a surplus of outdated information, and so on. For security
reasons, regular purging of old data comes as a highly recommended practice.

To enable purging of alert records:

1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

icon.

2. From the menu displayed, click Settings.
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appviewX
Dashboard
CERT+

Pages

Studio
Request
Collection
Inventory

Account

Logging

Alert

Settings

.

3. On the Settings page, from the navigation pane on the left, click General.

4. Under General settings, click Purging.
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5. Enter the following details:

after the most recent 10,000 alerts will be purged.

*Alert Purge Duration (in Enter the number of days, the interval, after which the alerts will be
Days) purged.
*Maximum Alert count Enter the maximum number of the most recent alerts that have to

be retained. For example, if you set this value to 10,000, all alerts

All * marked fields are mandatory.

o ™
Note: Excess alerts will be purged even if the maximum alert count is exceeded before the
next purging cycle is scheduled.
N /
6. Click Save.
344
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 Viewing Licensing Details
» Upgrading Licenses

Viewing Licensing Details

To view the list and details of subscribed licenses:

1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

icon.

2. From the menu displayed, click Settings.

= appviewX

Dashboard
CERT+
Pages

O Studio
Request
Collection
Inventory
Account

Logging

/\ Alert

Settings

.
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3. On the Settings page, from the navigation pane on the left, click General and select License.

The Settings :: License page is displayed.

. HCORITY-

Upgrade License

The page shows the following details:

Date of expiry

Date of expiry of the licenses

Expires in

Number of days till the license expires

Subscribed licenses

This includes the details of licenses of all AppViewX products.

Used Objects (for ADC+
licenses)

Each ADC+ license subscription allows the user a fixed number of objects that they ca

ADC+ objects currently in use.

Unused Objects (For ADC+
licenses)

Each ADC+ license subscription allows the user a fixed number of objects that they ca
ADC+ objects left for use.

Used Certificates (for CERT
+ licenses)

Each CERT+ license subscription allows the user a fixed number of certificates that the
license. This is the number of CERT+ certificates currently being managed by the licer

Unused Certificates (for
CERT+ licenses)

Each CERT+ license subscription allows the user a fixed number of certificates that the
license. This is the number of CERT+ certificates left.

Used Devices (for
SECURITY+ licenses)

Each SECURITY+ license subscription allows the user a fixed number of devices that:

subscription. This is the number of devices currently in use.

Unused Devices (for
SECURITY+ licenses)

Each SECURITY+ license subscription allows the user a fixed number of devices that:

subscription. This is the number of devices left for use.
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Upgrading Licenses

[’

N

Note: AppViewX blocks the usage of the license if the license has expired. If an organization

exceeds the threshold of license (maximum number of ADC+ objects, CERT+ certificates, and/or
SECURITY+ devices allowed), a warning is issued as a reminder. A pop-up warning is issued for

both the scenarios.

~

J

To upgrade a license:

1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

icon.

2. From the menu displayed, click Settings.

= appviewX

Dashboard
CERT+
Pages
Studio
Request
Collection
Inventory
Account
Logging

Alert

Settings

.
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3. On the Settings page, from the navigation pane on the left, click General and select License.
The Settings :: License page is displayed.

CERT

e HCEHITY-

4. To upgrade a license, from the top right corner of the screen, click Upgrade License.
A screen that lets you upload the license file is displayed.

appviewX

To renew AppViewl, upload your new license file,

Upload Bcense

shwaild hanve received your loense file. If not. please contac

5. In the Upload License dialog box, to upload a license file, click Browse.

[ Note: License files only in the following formats can be uploaded: .txt and .zip. j
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6. Navigate to the location of the license file, select the file , and click Open.
7. Click Upload.
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Chapter 11: Customizing the AppViewX User
Interface

» Customizing the Logo

» Customizing the Screen Header

» Customizing the Login Screen

» Customizing the Email Attachment Representation

Customizing the Logo

You can replace the AppViewX logo with the logo of your organization.

To add a custom logo:

1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

= icon.

2. From the menu displayed, click Settings.
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.

3. On the Settings page, from the navigation pane on the left, click General.
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Device

b

4. Under General settings, click Theme

The Settings :: Theme page is displayed, with the Logo tab open by default.
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Prawiew

5. In the Login section, enter the following details:

Enable logo in the To display your organization’s logo on the AppViewX screen, turn on this
login screen toggle.
- ™
Note: If this toggle key is disabled, AppViewX’s default theme
settings are applied.
N J

Upload logo D

(g
Note: This field is enabled only when the Enable logo in the toggle

screen toggle is turned on.
- J

To choose a logo image:

a. Click
b. From Windows Explorer, navigate to the location of the logo image,
select the image, and click Open.

Note:

» Image formats allowed for upload: .png and .svg

* Maximum image resolution allowed: 865 X 185 (width X
height)
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* Image size: <5 MB
» Recommended image dimensions: 175 X 37 (width X height)

c. In the Confirmation Message dialog box, click Yes.

Upload favicon O o )
Note: This field is enabled only when the Enable logo in the toggle

screen toggle is turned on.

To choose a favicon image:

a. Click

b. From Windows Explorer, navigate to the location of the logo image,
select the image, and click Open.

- ™
Note:
» Image formats allowed for upload: .png

* Maximum image resolution allowed: 64 X 64 (width X
height)ima

» Image size: < 5MB

N

c. In the Confirmation Message dialog box, click Yes.

6. In the Preview section, view a preview of the login screen after your custom logo and favicon have
been uploaded.

7. To apply the changes, click Save.

Customizing the Screen Header

To customize the screen header:

1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

icon.

2. From the menu displayed, click Settings.
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3. On the Settings page, from the navigation pane on the left, click General.
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Device

b

4. Under General settings, click Theme

The Settings :: Theme page is displayed, with the Logo tab open by default.
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5. To customize the screen header, click the Header tab.
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6. In the Header Info section, enter the following details:

Display label in header | To display custom header text, turn on this toggle.

Header label Enter the custom header text.

Note: This field is enabled only when the Display label in header
toggle is turned on.

7. In the Header color section, enter the following details:
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Select header color To set a color for the header text:

« Enter the hex code of the required header color.

OR

» To select a color, click |£|

Select header icon and font To set a color for the header icon and the font:

color - Enter the hex code of the required color.

OR

» To select a color, click B

8. In the Header logo section, enter the following details:

Upload custom To insert a custom logo image in the header, turn on this toggle.
logo

Upload logo o o ;
Note: This field is enabled only when the Upload custom logo toggle is

turned on.

To upload a logo image:

a. Click

b. From Windows Explorer, navigate to the location of the image, select the
image, and click Open.

Note:

 Image formats allowed for upload: .png and .svg

« Maximum image resolution allowed: 865 X 185 (width X height)
 Image size: <5 MB

» Recommended image dimensions: 175 X 37 (width X height)
N /

c. In the Confirmation Message dialog box, click Yes.
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9. In the Preview section, view a preview of your header customization.

10. To apply the changes, click Save.

Customizing the Login Screen

To customize the login screen:

1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

icon.

2. From the menu displayed, click Settings.

= appviewX
Dashboard
CERT+
Pages
Studio
Request
Collection
Inventory

Account

Logging

Alert

Settings

.

3. On the Settings page, from the navigation pane on the left, click General.
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Device

b

4. Under General settings, click Theme

The Settings :: Theme page is displayed, with the Logo tab open by default.
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5. To customize the login screen, click the Login tab.

o

I R —— [ P————

Lagin eredential entry pane

e g el £ o -:-
focceier aooces [N =

Banner imags

Erustie Banner Prape i ﬂ
- R BCrRen

6. In the Login credential entry pane section, enter the following details:

Background color To set a background color for the login screen:

a. Enter the hex code of the required background color.

OR

b. To select a color, click |£|

Font color To set a font color for the text on the login screen:
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a. Enter the hex code of the required font color.

OR

b. To select a color, click E

7. In the Banner image section, enter the following details:

Enable banner image | To display a banner image on the login screen, turn on this toggle.

in login screen

Upload image*

[ Note: This field is enabled only when the Enable banner image in login screen is tur

To upload a banner image:

a. Click

b. From Windows Explorer, navigate to the location of the image, select the image, and click (

Note:

 Image formats allowed for upload: .jpg, .jpeg, and .png

* Recommended image resolution: 500 X 500 (width X height)
* Image size: <5 MB

-

c. In the Confirmation Message dialog box, click Yes.

8. In the Preview section, view a preview of your customization for the login screen.
9. To apply the changes, click Save.

Customizing the Email Attachment Representation

To customize the cosmetics of how email attachments are represented:

1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

icon.

2. From the menu displayed, click Settings.
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3. On the Settings page, from the navigation pane on the left, click General.
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Device

b

4. Under General settings, click Theme

The Settings :: Theme page is displayed, with the Logo tab open by default.
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5. Click the Email attachment customization tab.
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6. In the PDF section, enter the following details:

*Logo

To upload a logo image for the attachment:
a. Click Browse.

b. Navigate to the location of the image, select the image, and click Open.

[ Note: The image size must be less than 5 MB.

*Document title

Name to be assigned to the PDF when is it is downloaded.
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Footer Footer content to be added to the PDF.

7. In the CSV section, enter the Attachment file size limit (in MB).

[ Note: This is a mandatory field. j

8. To apply the changes configured above, click Save.
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HSM An HSM (Hardware Security Module) is a piece of hardware and associated
software or firmware that usually resides in a PC or server and provides at
least the minimal cryptographic functions. These functions include (but are not
limited to) encryption, decryption, key generation, and hashing.

LDAP The Lightweight Directory Access Protocol (LDAP) is an authentication
protocol to validate a user’s credentials, entered in an application, against the

credentials stored in the Active Directory database.

PAM Privileged Access Management (PAM) is the practice of managing users/
devices/applications that have elevated access to an organization’s most
confidential and critical resources.

RADIUS The Remote Authentication Dial-In User Service (RADIUS) protocol is a
networking protocol that provides centralized authentication, authorization, and

accounting management.

RBAC Role and Resource-Based Access Control (RBAC) is a method of restricting
AppViewX functions, network resources that can be managed and monitored in

AppViewX based on the roles of individual users within an enterprise.

Resource All the devices and objects that are configured within AppViewX are termed
as Resources. Resources can be assigned to a user group. Users within a
user group will inherit resources assigned to that group. User groups can be

assigned more than a resource.

Role A set of permissions to execute specific tasks in the application is termed as
Roles in AppViewX. Roles can be assigned only to a user group. Users within
user groups will inherit role permissions assigned to that group. User groups
can be assigned more than one role.

SAML The SecurityAssertion Markup Language (SAML) protocol is used for
authenticating and authorizing user identity for Single Sign On (SSO) services.

TACAS The Terminal Access Controller Access Control System (TACACS)
authentication is used to validate users requesting remote access.
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User A user is an individual who has access to AppViewX using a unigue username
and password maintained internally or by an external enterprise server such as
Active Directories (AD).

User Group user group is a set of individual users assigned with the same roles and
resources. You can associate one or more roles and resources to a user

group. Users within that user group are granted the role and resource

permissions.
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